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Introduction
Laptops are indispensable in study, work and entertainment…

Background

3

Information security is important…



• Fingerprint• Password

• Voiceprint

• Face id

Conventional Methods
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Vulnerable to replay or mimicry attacks



IntroductionBiometrics-based Methods
• Finger • Body size

• Mouth

• Heartbeat

acoustic signal

vibration signal



• Leakage Current from adapter: 

•  Advantages of Leakage Current:
• Laptops with metal casings are popular with users and manufacturers.

• No additional specific sensors and energy consumption required.

• Background of Leakage Current

Leakage Current on Laptop

𝐼 = 2𝜋𝑓𝐶𝑈 + 𝑘𝐶!𝑈! + 𝐼"#$



PreliminaryPreliminary
• User Identification based on Leakage Current
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PreliminarySystem Overview
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Challenge – Noisy EM Signals
• Noisy signal from Body Electric Potential caused by 

environmental electric fields.

Challenge I — Noisy from Body Electric Potentials 
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Challenge – Noisy EM Signals
•Multi-band spectral subtraction

Challenge I — Noisy from Body Electric Potentials 

user
signal
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• Sparsity of Capacitive Characteristics 

Challenge II — Feature Screening
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• Feature Screening among different users
• DC-SIS (Distance Correlation - Sure Independence Screen) on each frequency
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Challenge III – User Identification

Residual connection: combine 
features of different depths

TCN: improve the perception field with the 
same amount of computation



Distinguish Similar User Habits
User1 Samples

User2 sample

User1 sample

Data space

d2

d1 User1 Samples

User1 sample

User2 sample

Feature space

d1

d2

𝑳 = 𝐦𝐚𝐱(𝒅𝟏 + 𝜶 − 𝒅𝟐, 𝟎)𝑑1 + 𝛼 < 𝑑2

Challenge III – User Identification

• Learning with Triplet Loss

• Maximize the differences between different users.



Experimental Setup

laptop

server

earphone

charged
touch phase

touch

User:      Wear the earphone and touch the metal casing of laptop.
Laptop:  Connect to the adapter and keep in charge.



Evaluation

Accuracy of legitimate 
users and attackers

• Micro benchmark of LeakPrint
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Conclusion and Future Work
Conclusion

• Propose a novel user identification system based on leakage current

• Suppress the effects of environmental electric fields 

• Address the sparsity of Capacitive Characteristics

Future work

• Hardware: Verify the feasibility of wearable devices to receive the leakage current

• Algorithm: Mine other user information contained in the leakage current

Conclusion and Future Work

Mobile device ? Other Information ?



Thank you !


