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Abstract

Quick Response (QR) codes are rapidly becoming perva-
sive in our daily life because of its fast readability and the
popularity of smartphones with a built-in camera. However,
recent researches raise security concerns because QR
codes can be easily sniffed and decoded which can lead
to private information leakage or financial loss. To address
the issue, we present mQRCode which exploit patterns with
specific spatial frequency to camouflage QR codes. When
the targeted receiver put a camera at the designated posi-
tion (e.g., 30cm and 0° above the camouflaged QR code),
the original QR code is revealed due to the Moiré phe-
nomenon. Malicious adversaries will only see camouflaged
QR code at any other position. Our experiments show that
the decoding rate of mQ R codes is 95% or above within
0.83 seconds. When the camera is 10cm or 15° away from
the designated location, the decoding rate drops to 0 so it's
secure from attackers.
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(a) Original QR code.

(b) mQ@ R code: En-
crypted QR code.

(c) Picture taken at des-
ignated position (color
saturation is enhanced to
make it more evident.)

.
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(d) Picture taken at
wrong position (off by
159).

Figure 1: mQ R code can only be
decrypted when the camera is put
at the designated position.
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Introduction

The matrix barcodes, known as Quick Response (QR)
codes, are rapidly becoming pervasive around the world.
QR codes are 2-dimensional barcodes that visually encode
bits of information represented as black square dots placed
on a white square grid. The data in a QR code can be ac-
cessed by taking a picture of the QR code and processing
it with a decoder. QR codes become popular due to its fast
readability and the popularity of smartphones with built-

in camera. Applications include mobile payment, product
tracking, item identification, time tracking, document man-
agement and general marketing.

One of the security risks present with QR codes is the exis-
tence of Synchronized Token Lifting and Spending (STLS)
attacks [2] where attackers take a picture of the victim's QR
code and use the copied QR codes to access private infor-
mation. Moreover, the sniffed QR codes can also lead to
private information leakage. Encrypting messages in QR
codes does not mitigate the concern because attackers
don’t need to decrypt the messages in STLS attacks.

Therefore, we propose mQRCode which exploits the non-
linearity of spatial frequency in light to camouflage and re-
cover QR codes. Because mQRCode only relies on the
existing physical property of camera and display for cam-
ouflage, no additional communication channel is required.
When a QR code is generated, mQRCode encrypts it with
a pattern with the designed spatial frequency, called mQR
code, as shown in 1(b). When the receiver takes a picture
of mQ R code, mQ R code is projected onto the pixel sen-
sors of the camera . Because of the nonlinearity of spatial
frequencies between the m@ R code and the color filter ar-
ray (CFA) of the camera, when the camera is positioned at
the designated distance and angle, the original QR code
is revealed due to the Moiré phenomenon and can be de-

crypted as shown in Fig. 1(c). When the encrypted QR
code is taken by an attacker, the physical limitation natu-
rally prevent the attacker from decrypting the mQ R code.

Our experiments show that mQRCode can decrypt mQR
codes in 25 frames (i.e., 0.83 seconds for 30 fps camera).
Moreover, when the camera is 10cm or 15° away from the
designated location, the decoding rate drops to 0 so it's
secure from malicious attackers.

Related Work

Existing techniques of visual cryptography (VC) [6] encode
a secret image into share images such that stacking a suf-
ficient number of shares reveals the original secret image.
Among them, techniques of hiding images with Moiré pat-
terns [1], which occur when digital repetitive structures are
overlapped or viewed against each other, are explored in
various research projects [3-5, 7]. [5] explored ways to su-
perimpose various patterns of gratings to create the Moiré
patterns of face images to be visualized by human eyes. [4]
creates moving Moiré components running up and down at
different speeds and orientations upon translation of the re-
vealing line grating while [3] create secret sharing schemes
whose shares are realistically looking images. [7] enables
the creation of Moiré art and allows visual decoding by
superimposing grating images printed on separate trans-
parencies. These works require two semi-transparent layers
and overlap one on the other to reveal the hidden image.
Different from these works, mQRCode exploits the nonlin-
ear optical interaction between a camera (specifically, color
filter array) and a camouflaging pattern to hide QR codes.
Because color filter array has a fixed pattern, it imposes ad-
ditional constraint on the design of camouflaging patterns.
Moreover, the simple black and white blocks in QR codes
make it hard to directly apply existing approaches without
being visually observable.
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Figure 2: Example of periodic and
phase function.

Figure 3: Nonlinear interaction of
two patterns with frequency fi1 and

fa.

Background

Spatial Frequency

Spatial frequency is a pattern of any structure that is peri-
odic across position in space. In this paper, we consider a
curvilinear pattern which can be described by a frequency
term and a phase term:

m(z,y) = p(¢(,y)) (1)

where m(z, y) represents the magnitude at a 2D coordi-
nate (z,y) (i.e., color of the image), p(+) is a periodic func-
tion representing the frequency of the pattern, and ¢(x, y)
is a phase function representing the angle of the pattern.
For example, Fig. 2(a) shows using a cosine wave as the
periodic function with the frequency 1/27. When the phase
function is set to ¢(z,y) = =, we can get a pattern with
repetitive horizontal lines as shown in Fig. 2(c).

Nonlinearity of Spatial Frequency

When two spatial patterns overlap, the nonlinear optical in-
teraction of the patterns creates additional visible pattern,
called Moiré pattern, on top of the original patterns. As-
sume m is the superposition generated by the nonlinear
interaction of two layers m; and msy:

m(z,y) = ma(z,y) x ma(z,y) (2)
When m; and my use cosine functions with frequency f;
and f5 as periodic functions:
my X mg = (a1 + bycos(2m f1t)) X (ag + bacos(27 fat))
=ajag + a1b2cos (27 fot) + agbycos(27 fit)
+ bibocos(2m(f1 + f2)t) + bibacos(2m(f1 — f2)t)

We can see combining two cosine functions results in two
additional frequencies (f1 + f2) and (f1 — f2). Because
human eyes are more sensitive to low frequency patterns,
frequency (f1 — f2) is easier to observe as shown in Fig. 3.

Method

System Overview

mQRCode is designed to guarantee the high security of
transmitting information using QR Code. The system ar-
chitecture comprises two parts: encryption and decryption.
In the encryption step, we model the spatial pattern of the
color filter array (CFA) and use the phase modulation to
generate the encrypted QR code image. In the decryption
step, we use a smartphone’s built-in camera to capture the
image at the designated distance and angle and extract the
message from the QR code.

Encryption

mQRCode exploits the nonlinear optical interaction be-
tween the color filter array (CFA) and the camouflaging
pattern to hide QR codes. From Eq. 2, without loss of gen-
erality, we assume the spatial pattern of CFA is mq (z, )
and the QR code is m(z, y). The goal of the encryption is
to compute mo(z, y) such that m = m; X meo.

Model CFA

We first model color filter array (CFA) by formulating m; (x, y) =

p1(d1(x,y)) in Eq. 1. In photography, CFA is a mosaic of
tiny color filters placed over the pixel sensors of an image
sensor to capture color information. The Bayer filter is the
most common filter which gives information about the inten-
sity of light in red, green, and blue in a 2 x 2 array as shown
in Fig. 4. We model the green layer using cosine waves as
the periodic function: p; (u) = 0.5 4 0.5cos(u), and use
o1(z,y) = ((x+y+1) mod 2) x 7 as phase function.

Phase Modulation

To compute ma(x,y) = p2(p2(x,y)), we let p2(u) equal
to p1(u) so the resulting Moiré pattern has larger contrast in
color [7]. We apply phase modulation by mapping black and
white blocks in a QR code to different phases:
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Figure 4: Profile of sensor with the

Bayer arrangement of color filters.
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Figure 5: The number of frames
required to decrypt a mQ R code.
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d2(x,y) = ((x4+y) mod?2)xm7 , for white blocks
d2(x,y) = ((x+y+1) mod?2)xnm ,forblack blocks

Decryption

As shown in Fig. 1(c), the Moiré pattern naturally reveals
the original QR code when the picture is taken at the des-
ignated position. However, because of the distortion at the
edge of the camera and the difficulty to put the camera at
the exact position, the Moiré pattern may not be obvious at
part of the picture. Therefore, we record a video at 30 fps
and use a series of frames for decryption. For each frame,
we use the quiet zone to identify the position of mQ R code,
convert it to black and white, remove noise using the me-
dian filter, and detect edges. Then we combine edges from
multiple frames to remove blur part. Finally, we perform
block padding to fill in black and white from the edges.

Evaluation

We generate a QR code with the error correction level “M”
and use mQRCode to encrypt it. The generated mQR
code is designed for the receiver positioned at 30cm and
0°to it. The m@ R code is displayed using a Samsung

S7 Android phone. We use built-in camera of two phones
(iPhone6 and Huawei LPE) to record a video at 30 fps for 5
seconds at various positions. Each experiment is repeated
30 times and we report the average rate that we can cor-
rectly extract the message in the QR code.

Decoding Time

We first show that when the camera is positioned at the cor-
rect position, the number of frames it takes to decode the
m@ R code. From Fig. 5, we can see that for both phones,
the decoding rate is 95% or higher when we use 25 or more
frames. It shows that user can get the message from the
m@ R code within 1 second.

Working Range

mQRCode is designed to guarantee the high security. Fig. 6(b)
shows the decoding rate when the camera is positioned at

the correct distance but various angles. Fig. 6(a) shows the
decoding rate when the camera is positioned at the cor-

rect angle but various distances. We can see that when the
camera is 10cm or 15° away from the designated position,

the decoding rate drops to 0.
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