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(57) ABSTRACT

This application discloses a network control method. The
method includes: obtaining global network information;
determining resource information of at least one sliced
network based on the global network information, where
each sliced network is corresponding to one second control-
ler, and resource information of each sliced network
includes initial link bandwidth allocated to each aggregation
flow in each sliced network on each link in each sliced
network; and sending resource information of a correspond-
ing sliced network to each second controller, so that a target
second controller performs, through closed-loop control
based on a queue status corresponding to a target sliced
network, closed-loop correction on initial link bandwidth
allocated to each aggregation flow in the target sliced
network on each link in the target sliced network, and each
switch in the target sliced network transmits a corresponding
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NETWORK CONTROL METHOD,
APPARATUS, AND SYSTEM, AND STORAGE
MEDIUM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Appli-
cation No. PCT/CN2017/111928, filed on Nov. 20, 2017,
which claims priority to Chinese Patent Application No.
201611046876.5, filed on Nov. 23, 2016, The disclosures of
the aforementioned applications are hereby incorporated by
reference in their entireties.

TECHNICAL FIELD

This application relates to the field of network technolo-
gies, and in particular, to a network control method, appa-
ratus, and system, and a storage medium.

BACKGROUND

As network technologies rapidly develop, more services
(such as a voice service, a video service, and an online
gaming service) are carried over a network. This leads to a
large quantity of data streams with different properties in the
network. However, network resources are limited. The lim-
ited network resources can be properly allocated to the large
quantity of data streams by controlling the network. This can
not only maximize network resource utilization, but also
optimize service performance indicators.

Software-defined networking (SDN) is a network archi-
tecture that separates a data plane from a control plane, and
can flexibly control network traffic. Therefore, the SDN is
usually used to control a network in a related technology.
The SDN includes an SDN controller and a plurality of
switches. The SDN controller may collect global network
information, calculate a network resource allocation rule
based on the global network information, and then distribute
a corresponding resource decision to each switch according
to the network resource allocation rule. Each switch per-
forms a decision action based on the corresponding resource
decision. The global network information is, for example, a
status of a data stream in a network. The network resource
allocation rule is, for example, a link bandwidth rule (band-
width occupied by a data stream on a link) or a link
transmission rate rule. Each switch may transmit data based
on a link transmission rate distributed by the controller.

In a process of implementing this application, the inventor
finds that the related technology has at least the following
problem:

In a process of using the SDN to control the network, the
SDN controller needs to collect the global network infor-
mation, calculate the network resource allocation rule, and
distribute a resource decision to each switch. A delay exists
in the process, and a relatively large network scale leads to
a relatively high delay. The delay may affect network
performance. Therefore, a network control effect is rela-
tively poor.

SUMMARY

To resolve a problem of a relatively poor network control
effect, embodiments of this application provide a network
control method, apparatus, and system, and a storage
medium. The technical solutions are as follows:
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2

According to a first aspect, a network control method is
provided, where the method is applied to a first controller in
a communications network, the communications network
includes the first controller, at least one second controller,
and at least one switch, and the method includes:

obtaining global network information, where the global
network information includes a capacity of each link in the
communications network and traffic matrix information of
each aggregation flow in the communications network, and
each aggregation flow in the communications network is
obtained by classifying all traffic flows in the communica-
tions network;

determining resource information of at least one sliced
network based on the global network information, where the
at least one sliced network is obtained by slicing the com-
munications network, each sliced network in the at least one
sliced network is corresponding to one second controller,
and resource information of each sliced network includes
initial link bandwidth allocated to each aggregation flow in
each sliced network on each link in each sliced network; and

sending resource information of a corresponding sliced
network to each second controller.

According to the solution provided in this embodiment of
this application, the first controller slices the communica-
tions network to obtain a sliced network, where each sliced
network is corresponding to one second controller; and
sends the resource information of the corresponding sliced
network to each second controller, so that each second
controller performs, through closed-loop control based on a
queue status of the corresponding sliced network, closed-
loop correction on initial link bandwidth allocated to each
aggregation flow in the resource information of the corre-
sponding sliced network on each link in the corresponding
sliced network, and each switch in the corresponding sliced
network transmits an aggregation flow based on corrected
link bandwidth. Therefore, the first controller and the second
controller can cooperatively control the communications
network, thereby reducing a delay and improving a network
control effect.

Optionally, the method further includes:

determining, based on the global network information, a
routing policy corresponding to the at least one sliced
network, where a routing policy corresponding to each
sliced network includes a routing policy corresponding to
each aggregation flow in each sliced network; and

sending a corresponding routing policy to each second
controller.

According to the solution provided in this embodiment of
this application, the first controller may implement overall
control on the network by determining the routing policy
corresponding to the at least one sliced network and sending
the corresponding routing policy to each second controller.

Optionally, the global network information further
includes a network topology structure of the communica-
tions network. The network topology structure is used to
indicate a connection relationship between the at least one
switch.

Optionally, the capacity of each link in the communica-
tions network is {c,,,,¥(u,v)}, where u indicates a source
node of a link (u,v), v indicates a destination node of the link
(u,v), ¢,,, indicates a capacity of the link (u,v), and V(u,v)
indicates any link (u,v) in the communications network.

The traffic matrix information of each aggregation flow in
the communications network is {V”,Vn}, where V" indicates
a bandwidth requirement of an aggregation flow n, and ¥n
indicates any aggregation flow n in the communications
network.
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The determining resource information of at least one
sliced network based on the global network information
includes:

determining the resource information of the at least one
sliced network based on the capacity of each link in the
communications network and the traffic matrix information
of each aggregation flow in the communications network
when a target function uses a minimum value.

The target function is

"
f&V)

Cluy)
n

= max
Y (v)

and the target function meets a first constraint, a second
constraint, a third constraint, a fourth constraint, and a fifth
constraint.

The first constraint is
Zf(?:d) =V" and ¥V d

is a destination node of the aggregation flow n.
The second constraint is

D fE, =V and Vs

is a source node of the aggregation flow n.
The third constraint is

. .
D fion = D fory V-
" W

n.
The fourth constraint is

.
Z Sw) = €y ¥ (w4, 0).
n

The fifth constraint is f(u,v)”*zo, Y(u,v), n.

f(u,v)"* indicates initial link bandwidth allocated to any
aggregation flow n in the communications network on any
link (u,v) in the communications network, f(u,v)"*/c(u,v) indi-
cates initial usage of any aggregation flow n in the commu-
nications network on any link (u,v) in the communications
network,

*
f(Z,V)

Cluv)
n

indicates a sum of initial usage of all aggregation flows n in
the communications network on any link (u,v) in the com-
munications network,
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f(ﬁ v)

X
() Cluv)

indicates a maximum value in sums of initial usage of all
aggregation flows n in the communications network on each
link (u,v) in the communications network,

Z Jond
"

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (w,d) that use a node d as a destination node in the
communications network,

DR
v

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (s,w) that use a node s as a source node in the
communications network,

Z f(fv)
u

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
upstream links of a node v in the communications network,

.
2 S
5

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
downstream links of the node v in the communications
network, and

Z f(ﬁfv)
n

indicates a sum of initial link bandwidth allocated to all
aggregation flows n in the communications network on any
link (u,v) in the communications network.

According to a second aspect, a network control method
is provided, where the method is applied to a target second
controller in a communications network, the communica-
tions network includes a first controller, at least one second
controller, and at least one switch, the at least one second
controller includes the target second controller, and the
method includes:

receiving resource information of a target sliced network
sent by the first controller, where the resource information of
the target sliced network includes initial link bandwidth
allocated to each aggregation flow in the target sliced
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network on each link in each sliced network, and the target
sliced network is corresponding to the target second con-
troller;

obtaining a queue status corresponding to the target sliced
network, where the queue status corresponding to the target
sliced network includes a queue status corresponding to each
switch in the target sliced network, and each switch is
corresponding to one queue;

performing, through closed-loop control based on the
queue status corresponding to the target sliced network,
closed-loop correction on initial link bandwidth allocated to
each aggregation flow in the target sliced network on each
link in the target sliced network, to obtain corrected link
bandwidth corresponding to the target sliced network, where
the corrected link bandwidth corresponding to the target
sliced network includes corrected link bandwidth allocated
to each aggregation flow in the target sliced network on each
link in the target sliced network; and

delivering corresponding corrected link bandwidth to
each switch in the target sliced network, where each switch
is configured to transmit a corresponding aggregation flow
based on the corresponding corrected link bandwidth.

According to the solution provided in this embodiment of
this application, the first controller slices the communica-
tions network to obtain a sliced network, and each sliced
network is corresponding to one second controller. The
target second controller performs, based on the queue status
of the target sliced network, closed-loop correction on the
initial link bandwidth allocated to each aggregation flow in
the target sliced network on each link in the target sliced
network, so that each switch in the target sliced network
transmits an aggregation flow based on the corrected link
bandwidth. Therefore, the first controller and the second
controller can cooperatively control the communications
network, thereby reducing a delay and improving a network
control effect.

Optionally, the corrected link bandwidth corresponding to
the target sliced network varies at different moments.

The performing, through closed-loop control based on the
queue status corresponding to the target sliced network,
closed-loop correction on initial link bandwidth allocated to
each aggregation flow in the target sliced network on each
link in the target sliced network to obtain corrected link
bandwidth corresponding to the target sliced network
includes:

predicting a network status of the target sliced network
based on the queue status corresponding to the target sliced
network, to obtain a predicted network status;

calculating, based on the predicted network status, a link
bandwidth correction value corresponding to each aggrega-
tion flow in the target sliced network on each link in the
target sliced network at a target moment; and

performing, based on the link bandwidth correction value
corresponding to each aggregation flow in the target sliced
network on each link in the target sliced network at the target
moment, closed-loop correction on the initial link bandwidth
allocated to each aggregation flow in the target sliced
network on each link in the target sliced network, to obtain
corrected link bandwidth corresponding to the target sliced
network at the target moment, where the corrected link
bandwidth corresponding to the target sliced network at the
target moment includes corrected link bandwidth allocated
to each aggregation flow in the target sliced network on each
link in the target sliced network at the target moment.

40

45

50

55

6

Optionally, the network status of the target sliced network
varies at different moments, and the queue status corre-
sponding to the target sliced network varies at different
moments.

A queue status corresponding to the target sliced network
at the target moment includes: a real network status of the
target sliced network at the target moment and observed
noise of the target sliced network at the target moment.

The predicting a network status of the target sliced
network based on the queue status corresponding to the
target sliced network, to obtain a predicted network status
includes:

determining a first covariance matrix for the observed
noise of the target sliced network at the target moment;

determining a second covariance matrix for an aggrega-
tion flow in the target sliced network at the target moment;
and

calculating the network status of the target sliced network
based on the queue status corresponding to the target sliced
network at the target moment, the first covariance matrix,
and the second covariance matrix to obtain a predicted
network status of the target sliced network at the target
moment, where the predicted network status is associated
with the real network status.

Optionally, the corrected link bandwidth corresponding to
the target sliced network at the target moment is:

Ve O o™ My O, ()}

t indicates the target moment, u indicates a source node of
a link (u,v), v indicates a destination node of the link (u,v),
Vn indicates any aggregation flow n in the target sliced
network, f(u,v)"* indicates initial link bandwidth allocated to
any aggregation flow n in the target sliced network on any
link (u,v) in the target sliced network, Af, ,,"(t) indicates a
link bandwidth correction value corresponding to any aggre-
gation flow n in the target sliced network on any link (u,v)
in the target sliced network at the target moment, and
fi,.y"(t) indicates corrected link bandwidth allocated to any
aggregation flow n in the target sliced network on any link
(u,v) in the target sliced network at the target moment.

Optionally, the queue status corresponding to the target
sliced network at the target moment is:

Y (=05 (t-Tk)+Z(1).

t indicates the target moment, Q(0)={Q* ()}, Z(t)={Z”
(1)}, k indicates a number of the target sliced network, Y(t)
indicates the queue status corresponding to the target sliced
network at the target moment, Y,(t) is obtained through
observation, Q,(t) indicates the real network status of the
target sliced network at the target moment, Q,”(t) indicates
a queue status of an aggregation flow n corresponding to a
switch 1 in the target sliced network at the target moment,
Z(t) indicates the observed noise of the target sliced network
at the target moment, 7Z(t) indicates observed noise of the
queue status of the aggregation flow n corresponding to the
switch 1 in the target sliced network at the target moment,
and T, indicates an observed delay of obtaining the queue
status corresponding to the target sliced network by the
target second controller.

According to a third aspect, a network control apparatus
is provided, where the apparatus is applied to a first con-
troller in a communications network, the communications
network includes a first controller, at least one second
controller, and at least one switch, the network control
apparatus includes at least one module, and the at least one
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module is configured to implement the network control
method provided in any one of the first aspect or the optional
manners of the first aspect.

According to a fourth aspect, a network control apparatus
is provided, where the apparatus is applied to a target second
controller in a communications network, the communica-
tions network includes a first controller, at least one second
controller, and at least one switch, the at least one second
controller includes the target second controller, the network
control apparatus includes at least one module, and the at
least one module is configured to implement the network
control method provided in any one of the second aspect or
the optional manners of the second aspect.

According to a fifth aspect, a first controller is provided,
where the first controller includes a processor, a transmitter,
a receiver, and a network interface, and the processor, the
transmitter, the receiver, and the network interface are
connected by using a bus.

The processor includes one or more processing cores. The
processor executes various function applications and pro-
cesses data by running a software program and a unit.

There may be a plurality of network interfaces. The
network interface is used for communication between the
first controller and another storage device or network device.

The processor and the transmitter are configured to coop-
eratively complete the network control method provided in
any one of the first aspect or the optional manners of the first
aspect.

According to a sixth aspect, a second controller is pro-
vided, where the second controller includes a receiver, a
processor, a transmitter, and a network interface, and the
receiver, the processor, the transmitter, and the network
interface are connected by using a bus.

The processor includes one or more processing cores. The
processor executes various function applications and pro-
cesses data by running a software program and a unit.

There may be a plurality of network interfaces. The
network interface is used for communication between the
second controller and another storage device or network
device.

The receiver, the processor, and the transmitter are con-
figured to cooperatively complete the network control
method provided in any one of the second aspect or the
optional manners of the second aspect.

According to a seventh aspect, a network control system
is provided, where the network control system includes a
first controller and at least one second controller, and the at
least one second controller includes a target second control-
ler.

In a possible implementation, the first controller includes
the network control apparatus provided in any one of the
third aspect or the optional manners of the third aspect, and
the target second controller includes the network control
apparatus provided in any one of the fourth aspect or the
optional manners of the fourth aspect.

In another possible implementation, the first controller is
the first controller provided in the fifth aspect, and the target
second controller is the second controller provided in the
sixth aspect.

According to an eighth aspect, a computer readable stor-
age medium is provided, where the computer readable
storage medium stores an instruction, and when the instruc-
tion runs on a processing component of a computer, the
processing component performs the network control method
provided in any one of the first aspect or the optional
manners of the first aspect.

10

15

20

25

30

35

40

45

50

55

60

65

8

According to a ninth aspect, a computer readable storage
medium is provided, where the computer readable storage
medium stores an instruction, and when the instruction runs
on a processing component of a computer, the processing
component performs the network control method provided
in any one of the second aspect or the optional manners of
the second aspect.

According to a tenth aspect, a computer program product
including an instruction is provided, where when the com-
puter program product runs on a computer, the computer
performs the network control method provided in any one of
the first aspect or the optional manners of the first aspect.

According to an eleventh aspect, a computer program
product including an instruction is provided, where when the
computer program product runs on a computer, the computer
performs the network control method provided in any one of
the second aspect or the optional manners of the second
aspect.

According to a twelfth aspect, a processing apparatus is
provided, where the processing apparatus includes at least
one circuit, and the at least one circuit is configured to
perform the network control method provided in any one of
the first aspect or the optional manners of the first aspect.

According to a thirteenth aspect, a processing apparatus is
provided, where the processing apparatus includes at least
one circuit, and the at least one circuit is configured to
perform the network control method provided in any one of
the first aspect or the optional manners of the first aspect.

The technical solutions provided in the embodiments of
this application bring the following beneficial effects:

According to the network control method, apparatus, and
system, and the storage medium provided in the embodi-
ments of this application, the first controller slices the
communications network to obtain a sliced network, and
each sliced network is corresponding to one second control-
ler. Each second controller performs, through closed-loop
control based on the queue status of the corresponding sliced
network, closed-loop correction on the initial link bandwidth
allocated to each aggregation flow in the corresponding
sliced network on each link in the corresponding sliced
network, so that each switch in the corresponding sliced
network transmits an aggregation flow based on the cor-
rected link bandwidth. Therefore, the first controller and the
second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a schematic diagram of network control accord-
ing to a related technology;

FIG. 2 is a schematic diagram of another type of network
control according to a related technology;

FIG. 3 is a schematic diagram of an implementation
environment according to an embodiment of this applica-
tion;

FIG. 4A and FIG. 4B are a method flowchart of a network
control method according to an embodiment of this appli-
cation;

FIG. 5 is a flowchart of a method for performing closed-
loop correction on initial link bandwidth allocated to each
aggregation flow in a target sliced network on each link in
the target sliced network according to an embodiment of this
application;

FIG. 6 is a flowchart of a method for predicting a network
status of a target sliced network based on a queue status
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corresponding to the target sliced network according to an
embodiment of this application;

FIG. 7 is a schematic diagram of network control accord-
ing to an embodiment of this application;

FIG. 8 is a block diagram of a network control apparatus
according to an embodiment of this application;

FIG. 9 is a block diagram of another network control
apparatus according to an embodiment of this application;

FIG. 10 is a block diagram of a correction module
according to an embodiment of this application;

FIG. 11 is a block diagram of a first controller according
to an embodiment of this application; and

FIG. 12 is a block diagram of a second controller accord-
ing to an embodiment of this application.

DESCRIPTION OF EMBODIMENTS

To make the objectives, technical solutions, and advan-
tages of this application clearer, the following further
describes this application in detail with reference to the
accompanying drawings. Apparently, the described embodi-
ments are merely some rather than all of the embodiments of
this application.

Internet technologies have been developing rapidly over
the past decades, and have brought ubiquitous convenience
to production and life of human being. As the Internet
technologies develop, more applications emerge in a net-
work, and more terminal users are involved in the network.
This increases network bearer services (such as a voice
service, a video service, and an online gaming service).
Because of different properties of various services, data
streams with different properties are presented in the net-
work, and a quantity of coexisting data streams in the
network increases explosively. However, network resources
are limited. How to properly allocate the limited network
resources to a large quantity of data streams with different
properties to maximize network resource utilization and
optimize performance indicators of various services is an
urgent problem to be resolved. This problem can be con-
sidered as a large-scale flow control optimization problem.
It is also a difficult problem in current academic and indus-
trial circles.

It should be noted that, in a conventional network archi-
tecture based on the Transmission Control Protocol (Eng-
lish: Transmission Control Protocol, TCP for short), an end
side may adaptively adjust a transmission rate of a data
stream (the transmission rate of the data stream may be
understood as bandwidth allocated to the data stream on a
link). However, TCP-based end side does not provide global
optimal control. It can only ensure that the network is not
congested, but cannot ensure that performance indicators of
data streams with different properties are met and optimized.
Therefore, the conventional TCP-based network architecture
cannot essentially resolve the large-scale flow control opti-
mization problem.

Existing large-scale flow control technologies mainly fall
into two types: a distributed control technology and a
centralized control technology. In this application, a differ-
entiated services (English: Differentiated Services, DiffServ
for short) technology is used as an example to describe the
distributed control technology, and an SDN control technol-
ogy is used as an example to describe the centralized control
technology.

The DiffServ technology is a technology in which data
streams are classified (or clustered) to obtain aggregation
flows, and the data streams are scheduled at an aggregation
flow level to implement large-scale flow control optimiza-
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tion. The DiffServ technology can classify hundreds of data
streams in the network into several categories. Different
categories are scheduled in a switch based on different
priorities to control different data streams based on priorities
and further implement differentiated services. For example,
a voice service requires a continuous data stream to some
extent to ensure call quality of a user terminal. Therefore, a
data stream of the voice service requires a higher priority
than a data stream of another service. In the DiffServ
technology, queues and aggregation flows in a switch are in
a one-to-one correspondence. The switch may use a flexible
queue policy to implement differentiated services. For
example, the switch may use a strict priority queue (English:
rist Priority Queue, FPQ for short) policy to implement
differentiated services. In the FPQ policy, a data stream of a
high priority service is buffered in a high-level queue to
ensure quality of service (English: Quality of Service, QoS
for short), and a data stream of a low priority service is
buffered in a low-level queue. For another example, the
switch may use a weighted fair queue (English: Weighted
Fair Queue, WFQ for short) policy to implement differen-
tiated services. In the WFQ policy, higher bandwidth is
allocated to a queue corresponding to a data stream of a
high-level service to ensure QoS, and relatively low band-
width is allocated to a queue corresponding to a data steam
of a low-level service.

The following describes the DiffServ technology by using
the WFQ policy as an example with reference to the accom-
panying drawings. Referring to FIG. 1, FIG. 1 shows a
schematic diagram of a WFQ policy control network accord-
ing to a related technology. Referring to FIG. 1, services in
a network are classified into three levels: a gold level, a
silver level, and a bronze level. Each level is corresponding
to one queue. Priorities of the three levels are as follows:
gold>silver>bronze. In large-scale flow control, when data
streams of the services in the network arrive at a switch, a
classifier in the switch may distribute the data streams to
different queues based on different priorities and header
(English: header) information of the data streams. The WFQ
policy is used for dequeuing. A high-level queue occupies a
higher proportion of bandwidth resources. For example,
bandwidth proportions corresponding to the three queues in
FIG. 1 may be w1=0.7, w2=0.25, and w3=0.05. Therefore,
more bandwidth resources are allocated to a queue corre-
sponding to a “gold” level service to ensure QoS for the gold
level service. Because a “silver” level service and a “bronze”
level service have lower QoS requirements than the “gold”
level service, relatively fewer bandwidth resources are allo-
cated to the “silver” level service and the “bronze” level
service. It can be seen from FIG. 1 that, in the DiffServ
technology, a priority queue manner is used to resolve a
large-scale flow control problem and implement differenti-
ated services for data streams. However, an idea of the
DiftServ technology is a distributed heuristic algorithm, and
therefore the DiffServ technology cannot ensure global
optimal utilization of communications network resources.

As a popular technology, the SDN control technology is
widely concerned in academic and industrial circles in
recent years. The SDN control technology is a new type of
network innovation architecture developed by the Clean
Slate research group at Stanford University in the United
States in 2006. FIG. 2 shows a diagram of a network
architecture of the SDN control technology. As shown in
FIG. 2, an SDN network includes an SDN controller and a
plurality of switches controlled by the SDN controller.
Different from a conventional network in which a routing
table of a data plane is generated on a control plane through
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calculation based on a distributed routing protocol, in the
SDN control technology, the SDN controller centrally col-
lects global network information on a control plane, calcu-
lates a network resource allocation rule (such as a forward-
ing rule) based on the global network information, and then
delivers the network resource allocation rule to a switch
through an open southbound interface of the SDN controller.
In this way, each switch learns a corresponding network
resource control decision, and data packet forwarding
behavior in the SDN network can be flexibly controlled by
using software. To achieve this effect, the control plane and
the data plane that are coupled in the conventional network
are separated in the SDN network to form an independent
infrastructure layer (that is, a data plane in FIG. 2) and a
control layer (that is, a control plane in FIG. 2). The
infrastructure layer includes the switches and is responsible
for data packet forwarding. The control layer includes the
SDN controller. A data packet forwarding rule is generated
by the SDN controller on the control layer.

The SDN control technology can implement functions
such as network throughput enhancement, resource optimi-
zation and allocation, and congestion control through global
control by the SDN controller. However, in a control process
of the SDN control technology, the SDN controller needs to
collect the global network information (such as statuses of
all data streams in the network), calculate the network
resource allocation rule based on the global network infor-
mation, and allocate a control decision to each switch.
Delays exist in processes of collecting the global network
information, calculating the network resource allocation
rule, and allocating the control decision to each switch by
the SDN controller. Overall SDN network control is
extremely sensitive to these delays. When a network scale is
extremely large, a transmission delay and an SDN controller
responding delay may be extremely high. These unfavorable
delay factors may lead to a control decision failure, cause
significant losses in network resource utilization and data
stream performance, and greatly affect network perfor-
mance. The SDN control technology focuses on optimizing
steady-state network performance to meet an average band-
width requirement of different data streams, but neglects a
dynamic process of effectively pulling the network to a
steady state. In addition, the SDN control technology uses a
global control manner to eliminate traffic requirement fluc-
tuation. In a whole control process, performance may
sharply deteriorate because of an expanded network scale.
Therefore, centralized SDN control cannot process an uncer-
tainty in the network, and cannot robustly adapt to a rapidly
changing network disturbance factor. Global SDN control is
non-scalable and cannot resolve the large-scale flow control
optimization problem.

In a human fast/slow nerve architecture, a slow nerve in
a human brain is separately connected to all human organs
and a brain gray matter nerve. The brain constantly learns
external world changes to form human capabilities such as
a language, an idea, logic, and an emotion. A fast nerve in
a local human organ uses a reflex nerve in the local organ to
respond to an external rapidly changing environmental dis-
turbance factor. The slow nerve in the human brain and the
fast nerve in the local human organ cooperatively work, are
responsible for different functions, and complete complex
human activity behavior through flexible information
exchange and coordination. For example, a human arm
controls a balance pole. The brain needs to learn to generate
a decision-making action when an event of controlling a
balance pole by a human arm happens for the first time or
happens occasionally. Specifically, after human eyes observe
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the pole, a vision is formed in the brain. The brain generates
an action after a delay and delivers the action to the arm, so
that the arm performs the action to control balance of the
pole. In addition, the slow nerve in the brain stores the action
in the cerebellum by using an auxiliary visual system. When
the event of controlling a balance pole by a human arm
happens again, the arm can perform the corresponding
action to control balance of the pole without a need of
learning by the brain. Specifically, when human eyes
observe the pole, a vision is formed in the auxiliary visual
system and then transmitted to the cerebellum. The cerebel-
lum transmits the corresponding action to the arm based on
the vision. A fast nerve in the arm controls the arm to
perform the corresponding action. It can be learned from the
above that when an event of holding a pole by a human arm
happens again, the brain does not need to be used. Therefore,
a delay can be reduced, and the arm can quickly perform the
corresponding action.

Inspired by the human fast/slow nerve architecture, the
embodiments of this application provide a network control
method, apparatus, and system to resolve the large-scale
flow control optimization problem. The embodiments relate
to a network architecture combining fast control and slow
control. The network architecture includes a slow controller
(equivalent to the slow nerve in the human fast/slow nerve
architecture) and at least one fast controller (equivalent to
the fast nerve in the human fast/slow nerve architecture).
The slow controller optimizes a network through complex
calculation in a large time scale, and is responsible for
sensing a relatively slowly changing factor in the network
(for example, a network topology, link bandwidth, and a
traffic statistics characteristic such as an average value or a
variance of aggregation flows). The fast controller optimizes
the network through a simple operation in a small time scale,
and is responsible for sensing a relatively rapidly changing
factor in the network (for example, a link status and a queue
status) to counter a real-time traffic disturbance change.
According to the network control method, apparatus, and
system, and the storage medium provided in the embodi-
ments of this application, the slow controller grasps global
network information, and optimizes the network at an aggre-
gation flow level based on the global network information.
The optimization can maximize network resource utiliza-
tion, and ensure bandwidth requirements and QoS require-
ments of various services at the aggregation flow level. The
fast controller further optimizes and configures the network
at a data stream level (or granularity) through local optimi-
zation based on a result of aggregation flow-based optimi-
zation performed by the slow controller, to respond to a
time-varying traffic flow characteristic. The large-scale flow
control optimization problem is resolved in the manner of
combining fast control and slow control in the embodiments
of this application. For related descriptions of the network
control method, apparatus, and system, and the storage
medium provided in the embodiments of this application,
refer to the following embodiments.

Referring to FIG. 3, FIG. 3 shows a schematic structural
diagram of an implementation environment according to an
embodiment of this application. Referring to FIG. 3, the
implementation environment includes: a first controller, at
least one second controller, and at least one switch. The first
controller may be a slow controller. The at least one second
controller may include a second controller 1, a second
controller 2, and a second controller 3. Each second con-
troller may be a fast controller. Any two switches in the at
least one switch are connected to form a link. The first
controller may be alternatively referred to as an overall
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controller. The second controller may be alternatively
referred to as a slicing controller.

The first controller may obtain global network informa-
tion, and slice a communications network based on the
global network information to obtain at least one sliced
network. Each sliced network may include at least one
switch, and each sliced network is corresponding to one
second controller. After slicing the communications net-
work, the first controller may determine resource informa-
tion of the at least one sliced network, and send resource
information of a corresponding sliced network to a second
controller corresponding to each sliced network. Resource
information of each sliced network may include initial link
bandwidth allocated to each aggregation flow in each sliced
network on each link in each sliced network.

A target second controller is a second controller corre-
sponding to a target sliced network. The target sliced net-
work is any sliced network in the at least one sliced network.
After receiving resource information of the target sliced
network, the target second controller may obtain a queue
status corresponding to the target sliced network, perform,
through closed-loop control based on the queue status cor-
responding to the target sliced network, closed-loop correc-
tion on initial link bandwidth allocated to each aggregation
flow in the target sliced network on each link in the target
sliced network, to obtain corrected link bandwidth corre-
sponding to the target sliced network, and deliver corre-
sponding corrected link bandwidth to each switch in the
target sliced network, so that each switch transmits a cor-
responding aggregation flow based on the corresponding
corrected link bandwidth. The queue status corresponding to
the target sliced network includes a queue status correspond-
ing to each switch in the target sliced network. Each switch
is corresponding to one queue.

Referring to FIG. 4A and FIG. 4B, FIG. 4A and FIG. 4B
show a method flowchart of a network control method
according to an embodiment of this application. Referring to
FIG. 4A and FIG. 4B, the network control method includes
the following steps.

Step 401: A first controller obtains global network infor-
mation, where the global network information includes a
capacity of each link in a communications network and
traffic matrix information of each aggregation flow in the
communications network.

Each aggregation flow in the communications network is
obtained by classifying all traffic flows in the communica-
tions network by the first controller. A traffic flow may be a
data stream, a video stream, a voice stream, or the like of a
service, which is not limited in this embodiment of this
application.

The first controller may obtain the global network infor-
mation. The global network information may include: the
capacity of each link in the communications network and the
traffic matrix information of each aggregation flow in the
communications network. The global network information
may further include a network topology structure of the
communications network. The network topology structure
of the communications network is used to indicate a con-
nection relationship between switches (alternatively referred
to as nodes; each node in the communications network has
one switch) in the communications network. The capacity of
each link in the communications network may be {c, ;¥
(u,v)}, where u indicates a source node (or a source switch)
of a link (u,v), v indicates a destination node (or a destina-
tion switch) of the link (u,v), ¢, ,, indicates a capacity of the
link (u,v), and V(u,v) indicates any link (u,v) in the com-
munications network. The traffic matrix information of each
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aggregation flow in the communications network may be
{V".¥n}, where V” indicates a bandwidth requirement of an
aggregation flow n, and Vn indicates any aggregation flow
n in the communications network.

Optionally, each switch in the communications network
may report network information to the first controller; and
the first controller receives the network information reported
by each switch, and collects the network information
reported by each switch to obtain the global network infor-
mation. Alternatively, the first controller may actively obtain
network information from each switch, and collect the
network information obtained from all switches to obtain the
global network information. Alternatively, the first control-
ler may obtain the global network information in another
manner, which is not limited in this embodiment of this
application.

Step 402: The first controller determines resource infor-
mation of at least one sliced network based on the global
network information, where the at least one sliced network
is obtained by slicing the communications network, each
sliced network in the at least one sliced network is corre-
sponding to one second controller, and resource information
of each sliced network includes initial link bandwidth allo-
cated to each aggregation flow in each sliced network on
each link in each sliced network.

Optionally, the first controller may first slice the commu-
nications network based on the global network information
to obtain the at least one sliced network, and then determine
the resource information of the at least one sliced network
based on the global network information. Each sliced net-
work in the at least one sliced network may include at least
one switch. Each sliced network in the at least one sliced
network may be corresponding to one second controller. The
resource information of each sliced network includes the
initial link bandwidth allocated to each aggregation flow in
each sliced network on each link in each sliced network. For
example, as shown in FIG. 3, the first controller slices the
communications network to obtain a sliced network 1, a
sliced network 2, and a sliced network 3. Each of the sliced
network 1, the sliced network 2, and the sliced network 3
includes five switches. The sliced network 1 is correspond-
ing to a second controller 1; the sliced network 2 is corre-
sponding to a second controller 2; and the sliced network 3
is corresponding to a second controller 3.

Optionally, the first controller may determine the resource
information of the at least one sliced network by calculating
a traffic engineering (English: Traffic Engineering, TE for
short) issue. The resource information of each sliced net-
work may be {f,, ,,”".¥n,(u,v)}, indicating initial link band-
width allocated to any aggregation flow n in each sliced
network on any link (u,v) in each sliced network.

In this embodiment of this application, that the first
controller determines resource information of at least one
sliced network based on the global network information may
include: determining, by the first controller, the resource
information of the at least one sliced network based on the
capacity of each link in the communications network and the
traffic matrix information of each aggregation flow in the
communications network when a target function uses a
minimum value. The target function meets a first constraint,
a second constraint, a third constraint, a fourth constraint,
and a fifth constraint. The target function, the first constraint,
the second constraint, the third constraint, the fourth con-
straint, and the fifth constraint are as follows:

The target function is
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"
f(ﬁ v)

Com)
n

= max
Y (v)

The first constraint is
Zf(?:d) =V" and ¥V d

is a destination node of the aggregation flown.

The second constraint is
3 Sy = v and Vs
-

is a source node of the aggregation flow n.
The third constraint is

. .
D= Y fe v,
i W

The fourth constraint is
Z Fiy = Caams ¥ (1 7).

The fifth constraint is f(u,v)”*zo, Y(u,v), n.

In the target function, the first constraint, the second
constraint, the third constraint, the fourth constraint, and the
fifth constraint, f(u,v)"* indicates initial link bandwidth allo-
cated to any aggregation flow n in the communications
network on any link (u,v) in the communications network,
f(u,v)"*/c(u,v) indicates initial usage of any aggregation flow n
in the communications network on any link (u,v) in the
communications network,

"
f&V)

Cluv)
n

indicates a sum of initial usage of all aggregation flows n in
the communications network on any link (u,v) in the com-
munications network,

"
f(Z,V)

Cluyw)

indicates a maximum value in sums of initial usage of all
aggregation flows n in the communications network on each
link (u,v) in the communications network,
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D o
o

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (w,d) that use a node d as a destination node in the
communications network,

> S
-

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (s,w) that use a node s as a source node in the
communications network,

Z f(ﬁfv)
u

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
upstream links of a node v in the communications network,

.
2 S
5

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
downstream links of the node v in the communications
network, and

Z f(ﬁfv)
n

indicates a sum of initial link bandwidth allocated to all
aggregation flows n in the communications network on any
link (u,v) in the communications network.

It should be noted that, in the first to the fifth constraints,
the first to the third constraints are traffic balancing con-
straints, that is, for each aggregation flow, a service speed (or
link bandwidth) matches an aggregation flow arriving speed
(or link bandwidth) on each node; the fourth constraint is a
link bandwidth constraint, that is, the sum of the initial link
bandwidth allocated to all aggregation flows n in the com-
munications network on any link (u,v) in the communica-
tions network needs to be lower than a capacity of any link
(u,v); the fifth constraint is a non-negative constraint, that is,
the initial link bandwidth allocated to any aggregation flow
n in the communications network on any link (u,v) in the
communications network is greater than or equal to 0.

The first controller may use the global network informa-
tion as an input, and solve f(u,v)"* in the target function when
the target function uses the minimum value, to obtain the
initial link bandwidth allocated to any aggregation flow n in
the communications network on any link (u,v) in the com-
munications network, and further obtain resource informa-
tion of a sliced network.
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Step 403: The first controller sends resource information
of a corresponding sliced network to each second controller.

After determining the resource information of the at least
one sliced network, the first controller may send the resource
information of the corresponding sliced network to each
second controller. For example, as shown in FIG. 3, the first
controller sends resource information of the sliced network
1 to the second controller 1, sends resource information of
the sliced network 2 to the second controller 2, and sends the
resource information of the sliced network 3 to the second
controller 3. For a process of sending the resource informa-
tion of the corresponding sliced network to each second
controller by the first controller, refer to a related technol-
ogy. Details are not described in this embodiment of this
application.

It should be noted that, in actual application, new switches
are constantly added to a network to form new links. To fully
control the network, after obtaining the global network
information, the first controller may further determine, based
on the global network information, a routing policy corre-
sponding to the at least one sliced network, and then send a
corresponding routing policy to each second controller. A
routing policy corresponding to each sliced network
includes a routing policy corresponding to each aggregation
flow in each sliced network. Optionally, the first controller
may determine the routing policy corresponding to the at
least one sliced network while determining the resource
information of the at least one sliced network. That is, in step
402, the first controller may obtain, through calculation, the
routing policy corresponding to the at least one sliced
network while calculating the TE issue. Specifically, the first
controller obtains, by solving the target function, the routing
policy corresponding to the at least one sliced network.

Step 404: A target second controller receives resource
information of a target sliced network sent by the first
controller.

When the first controller sends the resource information
of the corresponding sliced network to each second control-
ler, each second controller may receive the resource infor-
mation of the corresponding sliced network. In this embodi-
ment of this application, the target sliced network may be
any sliced network in the at least one sliced network
obtained by the first controller by slicing the communica-
tions network. The target second controller is a second
controller corresponding to the target sliced network. The
target second controller may receive the resource informa-
tion of the target sliced network sent by the first controller.
The resource information of the target sliced network may
include initial link bandwidth allocated to each aggregation
flow in the target sliced network on each link in each sliced
network. For example, as shown in FIG. 3, the target sliced
network may be the sliced network 1, the sliced network 2,
or the sliced network 3. The target second controller may be
the second controller 1, the second controller 2, or the
second controller 3. This embodiment of this application is
described by using an example in which the target sliced
network is the sliced network 1, and the target second
controller is the second controller 1. The second controller
1 may receive resource information of the sliced network 1
sent by the first controller. For a process of receiving, by the
target second controller, the resource information of the
target sliced network sent by the first controller in this
embodiment of this application, refer to a related technol-
ogy. Details are not described in this embodiment of this
application.

Step 405: The target second controller obtains a queue
status corresponding to the target sliced network, where the
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queue status corresponding to the target sliced network
includes a queue status corresponding to each switch in the
target sliced network, and each switch is corresponding to
one queue.

After receiving the resource information of the target
sliced network, the target second controller may obtain the
queue status corresponding to the target sliced network. The
queue status corresponding to the target sliced network
includes the queue status corresponding to each switch in the
target sliced network. Each switch is corresponding to one
queue. Each queue may be used to buffer one aggregation
flow.

For example, as shown in FIG. 3, the second controller 1
obtains a queue status corresponding to the sliced network 1.
If the sliced network 1 includes a switch 11, a switch 12, a
switch 13, a switch 14, and a switch 15, queue statuses that
are corresponding to the sliced network 1 and that are
obtained by the second controller 1 include: a queue status
of'a queue corresponding to the switch 11, a queue status of
a queue corresponding to the switch 12, a queue status of a
queue corresponding to the switch 13, a queue status of a
queue corresponding to the switch 14, and a queue status of
a queue corresponding to the switch 15.

In this embodiment of this application, a switch in each
sliced network may report network information to a corre-
sponding second controller, where the network information
includes a queue status corresponding to the switch in each
sliced network; and the corresponding second controller
may receive network information reported by a switch in a
corresponding sliced network, to obtain a queue status
corresponding to the corresponding sliced network. Option-
ally, the switch 11, the switch 12, the switch 13, the switch
14, and the switch 15 all report network information to the
second controller 1; and the second controller 1 receives the
network information reported by the switch 11, the switch
12, the switch 13, the switch 14, and the switch 15, to obtain
the queue statuses corresponding to the sliced network 1. In
this embodiment of this application, the queue status that is
corresponding to the target sliced network and that is
obtained by the target second controller may be specifically
an observed value of the queue status corresponding to the
target sliced network. Therefore, the queue status that is
corresponding to the target sliced network and that is
obtained by the target second controller may be alternatively
referred to as an observed queue status corresponding to the
target sliced network. This is not limited in this embodiment
of this application.

Optionally, in this embodiment of this application, a
network status of the target sliced network varies at different
moments, and the queue status corresponding to the target
sliced network varies at different moments. Therefore, the
target second controller may obtain, in real time, the queue
status corresponding to the target sliced network. A queue
status corresponding to the target sliced network at a target
moment includes: a real network status of the target sliced
network at the target moment and observed noise of the
target sliced network at the target moment. Specifically, the
queue status corresponding to the target sliced network at the
target moment may be:

Y (=05 (t-Tk)+Z(1).

t indicates the target moment; Q,(0)={Q,"(V)}; Z(t)={Z
(1)}; k indicates a number of the target sliced network (k=1
in this embodiment of this application), Y,(t) indicates the
queue status corresponding to the target sliced network at the
target moment; Y ,(t) is obtained through observation, and
therefore Y, (t) may be referred to as an observed value of the
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queue status corresponding to the target sliced network at the
target moment, or Y,(t) may be alternatively referred to as
an observed queue status corresponding to the target sliced
network at the target moment; Q.(t) indicates the real
network status of the target sliced network at the target
moment; Q,”(t) indicates a queue status of an aggregation
flow n corresponding to a switch i (for example, the switch
11) in the target sliced network at the target moment; Z(t)
indicates the observed noise of the target sliced network at
the target moment; Z,”(t) indicates observed noise of the
queue status of the aggregation flown corresponding to the
switch 1 in the target sliced network at the target moment;
and T, indicates an observed delay of obtaining the queue
status corresponding to the target sliced network by the
target second controller.

It should be noted that, because a process of obtaining the
queue status corresponding to the target sliced network by
the target second controller needs to take a period of time,
there is a time difference between a moment at which the
target second controller starts to obtain the queue status
corresponding to the target sliced network and a moment at
which the target second controller obtains the queue status
corresponding to the target sliced network. Therefore, that
the target second controller obtains, in real time, the queue
status corresponding to the target sliced network may be
understood as that the target second controller periodically
obtains the queue status corresponding to the target sliced
network. In this embodiment of this application, the target
moment may be considered as any moment in a current
period. The current period is a period in which the target
second controller obtains the queue status corresponding to
the target sliced network in step 405. The target moment
may be a moment at which the target second controller
obtains the queue status corresponding to the target sliced
network in the current period, or may be a moment after the
target second controller obtains the queue status correspond-
ing to the target sliced network in the current period. This is
not limited in this embodiment of this application.

Step 406: The target second controller performs, through
closed-loop control based on the queue status corresponding
to the target sliced network, closed-loop correction on initial
link bandwidth allocated to each aggregation flow in the
target sliced network on each link in the target sliced
network, to obtain corrected link bandwidth corresponding
to the target sliced network, where the corrected link band-
width corresponding to the target sliced network includes
corrected link bandwidth allocated to each aggregation flow
in the target sliced network on each link in the target sliced
network.

After obtaining the queue status corresponding to the
target sliced network, the target second controller may
perform, through closed-loop control based on the queue
status corresponding to the target sliced network, closed-
loop correction on the initial link bandwidth allocated to
each aggregation flow in the target sliced network on each
link in the target sliced network, to obtain the corrected link
bandwidth corresponding to the target sliced network. In this
embodiment of this application, the corrected link band-
width corresponding to the target sliced network varies at
different moments. Therefore, at each moment, the target
second controller needs to perform, through closed-loop
control, closed-loop correction on the initial link bandwidth
allocated to each aggregation flow in the target sliced
network on each link in the target sliced network.

For example, referring to FIG. 5, FIG. 5 shows a flowchart
of a method for performing, by a target second controller,
closed-loop correction on initial link bandwidth allocated to
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each aggregation flow in a target sliced network on each link
in the target sliced network according to an embodiment of
this application. Referring to FIG. 5, the method includes the
following steps.

Substep 4061: Predict a network status of the target sliced
network based on the queue status corresponding to the
target sliced network, to obtain a predicted network status.

The target second controller may predict the network
status of the target sliced network based on the queue status
corresponding to the target sliced network, to obtain the
predicted network status. For example, the second controller
1 predicts a network status of the sliced network 1 based on
the queue status corresponding to the sliced network 1.

In this embodiment of this application, as described in
step 405, the network status of the target sliced network
varies at different moments, and the queue status corre-
sponding to the target sliced network varies at different
moments. Therefore, the target second controller may pre-
dict a network status of the target sliced network at each
moment. The queue status corresponding to the target sliced
network at the target moment includes: the real network
status of the target sliced network at the target moment and
the observed noise of the target sliced network at the target
moment.

For example, referring to FIG. 6, FIG. 6 shows a flowchart
of'a method for predicting a network status of a target sliced
network by a target second controller according to an
embodiment of this application. Referring to FIG. 6, the
method includes the following steps.

Substep 40611: Determine a first covariance matrix for
observed noise of the target sliced network at a target
moment.

It can be learned based on the foregoing description that
the queue status corresponding to the target sliced network
at the target moment includes: the real network status of the
target sliced network at the target moment and the observed
noise of the target sliced network at the target moment.
Therefore, the target second controller may determine the
first covariance matrix for the observed noise of the target
sliced network at the target moment. The first covariance
matrix may be shown as follows:

Var(zy)  Cov(zi, 22) Cov(z1, z:)
Cov(z;,z2)  Var(z) . Cov(z, zi1)
Covi(Z) = . . . K
Cov(zy, z) Covi(z, zi-1) Var (z;)

k indicates the number of the target sliced network,
Cov,(Z) indicates, the first covariance matrix for the
observed noise of the target sliced network at the target
moment, Var(z,) indicates a variance of observed noise of a
queue status of a queue corresponding to the switch i in the
target sliced network, and Cov(z,,z,) indicates a covariance
between observed noise of a queue status of a queue
corresponding to a switch 1 in the target sliced network and
the observed noise of the queue status of the queue corre-
sponding to the switch i.

Substep 40612: Determine a second covariance matrix for
an aggregation flow in the target sliced network at the target
moment.

The target second controller may determine the second
covariance matrix for the aggregation flow in the target
sliced network at the target moment. The second covariance
matrix may be shown as follows:



US 10,805,804 B2

5

22

In this embodiment of this application, the target second
controller may calculate, by using a Kalman filtering control
idea, the link bandwidth correction value corresponding to
each aggregation flow in the target sliced network on each
link in the target sliced network. A specific calculation
process is as follows:

A network dynamic change equation in the Kalman
filtering control idea is as follows:

(OO Z Z Afgy@+ Z Z Afiey(®), intra-network node

21
Var (V)  Cov(V!,v?) Cov(V!, v
Cov(V!, v?) Var (V?) . Cov(V!, vith
Covi (V) = i . .
Cov (V!, vy Cov(v!, vith Var (V)
g+ =

k indicates the number of the target sliced network,
Cov,(V) indicates the second covariance matrix for the
aggregation flow in the target sliced network at the target
moment, Var(V') indicates a variance of a bandwidth
requirement of the queue corresponding to the switch i in the
target sliced network, and Cov(V',V?) indicates a covariance
between a bandwidth requirement of the queue correspond-
ing to the switch 1 in the target sliced network and the
bandwidth requirement of the queue corresponding to the
switch 1.

It should be noted that, for a process of determining the
first covariance matrix in step 40611 and a process of
determining the second covariance matrix in step 40612,
refer to a related technology. Details are not described in this
embodiment of this application.

Substep 40613: Calculate the network status of the target
sliced network based on a queue status corresponding to the
target sliced network at the target moment, the first covari-
ance matrix, and the second covariance matrix to obtain a
predicted network status of the target sliced network at the
target moment, where the predicted network status is asso-
ciated with a real network status.

After determining the first covariance matrix for the
observed noise of the target sliced network at the target
moment and the second covariance matrix for the aggrega-
tion flow in the target sliced network at the target moment,
the target second controller may calculate the network status
of the target sliced network based on the queue status
corresponding to the target sliced network at the target
moment, the first covariance matrix, and the second cova-
riance matrix to obtain the predicted network status of the
target sliced network at the target moment. The predicted
network status of the target sliced network at the target
moment is associated with the real network status of the
target sliced network at the target moment.

Substep 4062: Calculate, based on the predicted network
status, a link bandwidth correction value corresponding to
each aggregation flow in the target sliced network on each
link in the target sliced network at the target moment.

After predicting the network status of the target sliced
network, the target second controller may calculate, based
on the predicted network status of the target sliced network,
the link bandwidth correction value corresponding to each
aggregation flow in the target sliced network on each link in
the target sliced network at the target moment.

Q- Y D) ALy, O+ YAV,
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mek(n) i’ eDL(v) mek(n) uEUL(v)

network edge node

mek(n) o’ EDL(v) mek(n)

In the network dynamic change equation, Q,”(t) indicates
a queue length of an aggregation flow n buffered in a switch
v at a moment t, k indicates the number of the target sliced
network, k(n) indicates a set of data streams included in the
aggregation flow n in the target sliced network, m indicates
any data stream in the aggregation flow n in the target sliced
network, DL(v) indicates a set of end points of downstream
links of the switch v, u' indicates an end point of any
downstream link of the switch v in the target sliced network,
Af,, " (t) indicates a link bandwidth correction value cor-
responding to a data stream m in the target sliced network on
any downstream link (v,u') of the switch v in the target sliced
network at the moment t, UL(v) indicates a set of start points
of upstream links of the switch v, u indicates a start point of
any upstream link of the switch v in the target sliced
network, Af,, ,"(t) indicates a link bandwidth correction
value corresponding to the data stream m in the target sliced
network on any upstream link (u,v) of the switch v in the
target sliced network at the moment t, and AV™(t) indicates
a fluctuation, around an average value of link bandwidth of
the data stream m in the target sliced network, of the link
bandwidth correction value of the data stream m in the target
sliced network at the moment t. It can be learned that a
network status (for example, Q,"(t+1)) at a moment t+1 is
related to a network status (for example, Q,”(t)) at the
moment t, a network action (for example, Af;, ,"(t)) at the
moment t, and a traffic change (for example, AV™(t)) at the
moment t. In the target sliced network, the network dynamic
change equation is sorted into a vector or a matrix form, and
may be shown as follows:

Op(t+1)=Op(D)-Bix AF (D) +Epx AV (1).

As described in step 405, Q. ()={Q," (1)}, k indicates the
number of the target sliced network, and Q,”(t) indicates a
queue status of the aggregation flow n corresponding to the
switch 1 in the target sliced network at the moment t.
AF,={Af,, )" Vm,(u,v)}, Af,, " indicates a link bandwidth
correction value) corresponding to any data stream m in the
target sliced network on any link (u,v) in the target sliced
network, AV,={AV" ¥m}, and AV” indicates a fluctuation,
around an average value of link bandwidth of any data
stream m in the target sliced network, of a link bandwidth
correction value of any data stream m in the target sliced
network.

With reference to the queue status Y, (t)=Q,(t-T,)+Z(t)
corresponding to the target sliced network at the moment t
(the target moment) in step 405, it may be determined that
a process of calculating, based on the predicted network
status, the link bandwidth correction value corresponding to
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each aggregation flow in the target sliced network on each
link in the target sliced network at the target moment in
substep 4062 may be as follows:

Q0,1+ 1) = 0, (1) = By X AF (1) +

Pex (P + Cove@) ™ x| Y0 = Ot - i) = > By xAF ()|

t'=t-1

0, (t+1) indicates a predicted network status correspond-

ing to the target sliced network at the moment t+1, 0, (t)
indicates a predicted network status corresponding to the
target sliced network at the moment t, Cov,(7) is described
in substep 40611, P, is an asymptotic estimation error
matrix, and P, meets the following matrix equation:

Px(P,+Cov,(Z)) %P, =E,Cov(V)E,.

Cov, (V) in the matrix equation is described in substep
40611. AF,(t) may be calculated by using the following
formula:

AF (D) =—(B, "X Pyyx By M) " B, % Py x (:)I; ®.

A is a network smoothing and congestion coordination
parameter, A>0, and P,, meets the following matrix equa-
tion:

PuxBi(By ) PryxBia W) x B Ix Py =L

A link bandwidth correction value that is corresponding to
the target sliced network and that is obtained based on AF (1)
is:

{Af(';,v)(l) = Z

mek(n)

Afn (@), ¥ 1, (1, v)}.

t indicates the target moment, Af,, ,"(t) indicates a link
bandwidth correction value corresponding to any aggrega-
tion flow n in the target sliced network on any link (u,v) in
the target sliced network at the target moment, Af;, ,"(t)
indicates a link bandwidth correction value corresponding to
a data stream m in any aggregation flow n in the target sliced
network on any link (u,v) in the target sliced network at the
target moment, and k(n) indicates the set of data streams
included in the aggregation flow n in the target sliced
network.

Substep 4063: Perform, based on the link bandwidth
correction value corresponding to each aggregation flow in
the target sliced network on each link in the target sliced
network at the target moment, closed-loop correction on the
initial link bandwidth allocated to each aggregation flow in
the target sliced network on each link in the target sliced
network, to obtain corrected link bandwidth corresponding
to the target sliced network at the target moment, where the
corrected link bandwidth corresponding to the target sliced
network at the target moment includes corrected link band-
width allocated to each aggregation flow in the target sliced
network on each link in the target sliced network at the target
moment.

After obtaining the link bandwidth correction value cor-
responding to each aggregation flow in the target sliced
network on each link in the target sliced network at the target
moment, the target second controller may perform, based on
the link bandwidth correction value corresponding to each
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aggregation flow in the target sliced network on each link in
the target sliced network at the target moment, closed-loop
correction on the initial link bandwidth (initial link band-
width allocated at the target moment) allocated to each
aggregation flow in the target sliced network on each link in
the target sliced network, to obtain the corrected link band-
width corresponding to the target sliced network at the target
moment. The corrected link bandwidth corresponding to the
target sliced network at the target moment includes the
corrected link bandwidth allocated to each aggregation flow
in the target sliced network on each link in the target sliced
network at the target moment.

Optionally, the target second controller may use a sum of
the link bandwidth correction value corresponding to each
aggregation flow in the target sliced network on each link in
the target sliced network at the target moment and the initial
link bandwidth allocated to each aggregation flow in the
target sliced network on each link in the target sliced
network as the corrected link bandwidth allocated to each
aggregation flow in the target sliced network on each link in
the target sliced network at the target moment.

In this embodiment of this application, the corrected link
bandwidth corresponding to the target sliced network at the
target moment is:

ARG AV VRGN ZXOR0}S

t indicates the target moment, u indicates the source node
of the link (u,v), v indicates the destination node of the link
(u,v), ¥n indicates any aggregation flow n in the target sliced
network, f(u,v)"* indicates initial link bandwidth allocated to
any aggregation flow n in the target sliced network on any
link (u,v) in the target sliced network, Af, ,,"(t) indicates a
link bandwidth correction value corresponding to any aggre-
gation flow n in the target sliced network on any link (u,v)
in the target sliced network at the target moment, and
fi,.y"(t) indicates corrected link bandwidth allocated to any
aggregation flow n in the target sliced network on any link
(u,v) in the target sliced network at the target moment.

Step 407: The target second controller delivers corre-
sponding corrected link bandwidth to each switch in the
target sliced network, where each switch is configured to
transmit a corresponding aggregation flow based on the
corresponding corrected link bandwidth.

After obtaining the corrected link bandwidth correspond-
ing to the target sliced network, the target second controller
may deliver the corresponding corrected link bandwidth to
each switch in the target sliced network, so that each switch
in the target sliced network transmits the corresponding
aggregation flow based on the corresponding corrected link
bandwidth.

Optionally, as shown in FIG. 3, the target second con-
troller may be the second controller 1, and the target sliced
network may be the sliced network 1; and the target sliced
network includes the following switches: the switch 11, the
switch 12, the switch 13, the switch 14, and the switch 15.
Therefore, the second controller 1 delivers corrected link
bandwidth corresponding to the switch 11 to the switch 11,
delivers corrected link bandwidth corresponding to the
switch 12 to the switch 12, delivers corrected link bandwidth
corresponding to the switch 13 to the switch 13, and so on.

It should be noted that link bandwidth in this embodiment
of this application may be alternatively a link transmission
rate. In this embodiment of this application, for wording
consistency, the link bandwidth is used as an example for
description. However, replacing the link bandwidth with the
link transmission rate also falls within the protection scope
of this application. Details are not described herein.
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The network control method provided in this embodiment
of'this application can well resolve a large-scale flow control
optimization problem. When there are a relatively large
quantity of data streams in the network, the first controller
finds an optimal control point (for example, an aggregation
flow routing policy and a sliced network) in the network at
an aggregation flow level, and then the second controller
performs closed-loop control at a data stream level in the
sliced network to trace the optical control point in the
network.

It should be noted that a sequence of the steps in the
network control method provided in this embodiment of this
application may be properly adjusted, and a step may be
added or removed based on a situation. All modified meth-
ods that may be readily figured out by a person skilled in the
art without departing from the technical scope disclosed in
this application shall fall within the protection scope of this
application. Therefore, details are not described.

In conclusion, according to the network control method
provided in this embodiment of this application, the first
controller slices the communications network to obtain a
sliced network, and each sliced network is corresponding to
one second controller. The target second controller per-
forms, through closed-loop control based on the queue status
of the target sliced network, closed-loop correction on the
initial link bandwidth allocated to each aggregation flow in
the target sliced network on each link in the target sliced
network, so that each switch in the target sliced network
transmits the corresponding aggregation flow based on the
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

According to the network control method provided in this
embodiment of this application, the first controller obtains
the global network information through network measure-
ment, properly configures network resources based on the
global network information, and maps the network resources
to different sliced networks to ensure that data stream traffic
requirements of different services are met, and to implement
service isolation and resource reuse in the network.

In the network control method provided in this embodi-
ment of this application, the first controller grasps the global
network information, and optimizes the network at the
aggregation flow level based on the global network infor-
mation. The optimization can maximize network resource
utilization. The first controller updates a policy only when a
network topology changes and an aggregation flow traffic
characteristic changes. The second controller senses a time-
varying characteristic of a data stream in the sliced network
through network measurement. When traffic suddenly
increases or decreases, the second controller may sense a
local network status to obtain the change in real time, and
adjust the policy in real time based on the change to rapidly
respond to a local change, so that the network returns to a
global optimal control point.

According to the network control method provided in this
embodiment of this application, a control layer is divided
into two layers: a fast control layer and a slow control layer.
A slow controller (the first controller) performs aggregation
flow level scheduling on the network, and a fast controller
(the second controller) performs data stream level schedul-
ing on the network, to more efficiently respond to a service
fluctuation. In addition, the slow controller can find the
aggregation flow routing policy and the sliced network to
maximize network resource utilization. The fast controller
properly uses resources in the sliced network within the
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sliced network at the data stream level to reduce network
congestion while maintaining high resource utilization. In
this embodiment of this application, the fast controller and
the slow controller cooperate to optimize network perfor-
mance, so that the network can robustly adapt to a traffic
flow change.

The network control method provided in this embodiment
of this application may be applied to a device to device
(English: Device to Device, D2D for short) network to
implement large-scale flow control in the D2D network.
Referring to FIG. 7, FIG. 7 shows a schematic diagram of a
D2D network according to an embodiment of this applica-
tion. Referring to FIG. 7, the D2D network includes a macro
base station 01, at least one small cell 02, and at least one
user terminal.

The macro base station 01 may obtain global network
information. The global network information may include a
network topology structure of the D2D network, channel
statuses and channel capacities of the user terminal and the
small cell 02, traffic matrix information of an aggregation
flow, and the like. Then the macro base station 01 determines
a routing policy of each aggregation flow and resource
information of a sliced network by calculating a traffic
engineering issue based on the global network information.
Each sliced network includes at least one user terminal, and
each sliced network is corresponding to one small cell 02.
After determining the routing policy of each aggregation
flow and the resource information of the sliced network, the
macro base station 01 may send the routing policy of each
aggregation flow and the resource information of the sliced
network to a corresponding small cell 02.

After receiving the routing policy and the resource infor-
mation of the sliced network that are corresponding to the
small cell 02, the small cell 02 obtains a queue status of each
user terminal in the corresponding sliced network, obtains a
network status of the sliced network, calculates a link
service rate correction value (or a link bandwidth correction
value) of the sliced network through closed-loop control
based on the network status of the sliced network, and
corrects a link service rate of the sliced network based on the
link service rate correction value. Then, the small cell 02
calculates a data transmit power of each user terminal in the
sliced network based on the corrected link service rate and
a current channel status of the sliced network, and delivers
the data transmit power to a corresponding user terminal, so
that the user terminal transmits data in real time based on the
data transmit power.

The following describes an embodiment of an apparatus
in this application. The apparatus can be configured to
perform the method embodiment of this application. For
details not disclosed in the embodiment of the apparatus in
this application, refer to the method embodiment of this
application.

Referring to FIG. 8, FIG. 8 shows a block diagram of a
network control apparatus 800 according to an embodiment
of this application. The network control apparatus 800 may
be implemented as a part or all of the first controller in the
implementation environment shown in FIG. 3 by using
software, hardware, or a combination thereof. Referring to
FIG. 8, the network control apparatus 800 may include:

an obtaining module 801, configured to obtain global
network information, where the global network information
includes a capacity of each link in a communications net-
work and traffic matrix information of each aggregation flow
in the communications network, and each aggregation flow
in the communications network is obtained by classifying all
traffic flows in the communications network;
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a first determining module 802, configured to determine
resource information of at least one sliced network based on
the global network information, where the at least one sliced
network is obtained by slicing the communications network,
each sliced network in the at least one sliced network is
corresponding to one second controller, and resource infor-
mation of each sliced network includes initial link band-
width allocated to each aggregation flow in each sliced
network on each link in each sliced network; and

a first sending module 803, configured to send resource
information of a corresponding sliced network to each
second controller.

In conclusion, according to the network control apparatus
provided in this embodiment of this application, the first
controller slices the communications network to obtain a
sliced network, where each sliced network is corresponding
to one second controller; and sends the resource information
of the corresponding sliced network to each second control-
ler, so that each second controller performs, through closed-
loop control based on a queue status of the corresponding
sliced network, closed-loop correction on initial link band-
width allocated to each aggregation flow in the correspond-
ing sliced network on each link in the corresponding sliced
network, and each switch in the corresponding sliced net-
work transmits a corresponding aggregation flow based on
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

Further, still referring to FIG. 8, the network control
apparatus 800 further includes:

a second determining module 804, configured to deter-
mine, based on the global network information, a routing
policy corresponding to the at least one sliced network,
where a routing policy corresponding to each sliced network
includes a routing policy corresponding to each aggregation
flow in each sliced network; and

a second sending module 805, configured to send a
corresponding routing policy to each second controller.

Optionally, the global network information further
includes a network topology structure of the communica-
tions network. The network topology structure is used to
indicate a connection relationship between at least one
switch.

Optionally, the capacity of each link in the communica-
tions network is {c, .., ¥(u,v)}, where u indicates a source
node of a link (u,v), v indicates a destination node of the link
(u,v), ¢,,, indicates a capacity of the link (u,v), V(u,v)
indicates any link (u,v) in the communications network. The
traffic matrix information of each aggregation flow in the
communications network is {V”,¥n}, V” where indicates a
bandwidth requirement of an aggregation flow n, and ¥n
indicates any aggregation flow n in the communications
network. The first determining module 802 is configured to:

determine the resource information of the at least one
sliced network based on the capacity of each link in the
communications network and the traffic matrix information
of each aggregation flow in the communications network
when a target function uses a minimum value.

The target function is

.
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and the target function meets a first constraint, a second
constraint, a third constraint, a fourth constraint, and a fifth
constraint.

The first constraint is

Zf(?:d) =V" and Vd

is a destination node of the aggregation flown.
The second constraint is

D, =Vand Vs

is a source node of the aggregation flow n.
The third constraint is

.
DR = D fan v,
[ "

n.
The fourth constraint is

.
> F = Cms ¥ (@, v).
n

The ﬁ*fth constraint is f(u,v)”*zo, Y(u,v), n.

f..)" indicates initial link bandwidth allocated to any
aggregation flow n in the communications network on any
link (u,v) in the communications network, f(u,v)"*/c(u,v) indi-
cates initial usage of any aggregation flow n in the commu-
nications network on any link (u,v) in the communications
network,

.
>l cwn
.

indicates a sum of initial usage of all aggregation flows n in
the communications network on any link (u,v) in the com-
munications network,

"
f(ﬁ v)

() Cu,v)

indicates a maximum value in sums of initial usage of all
aggregation flows n in the communications network on each
link (u,v) in the communications network,

D o
o

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (w,d) that use a node d as a destination node in the
communications network,



US 10,805,804 B2

29

DR
w

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (s,w) that use a node s as a source node in the
communications network,

Z f(ﬁfv)
u

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
upstream links of a node v in the communications network,

.
2o
<

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
downstream links of the node v in the communications
network, and

Z f(ﬁfv)
n

indicates a sum of initial link bandwidth allocated to all
aggregation flows n in the communications network on any
link (u,v) in the communications network.

In conclusion, according to the network control apparatus
provided in this embodiment of this application, the first
controller slices the communications network to obtain a
sliced network, where each sliced network is corresponding
to one second controller; and sends the resource information
of the corresponding sliced network to each second control-
ler, so that each second controller performs, through closed-
loop control based on a queue status of the corresponding
sliced network, closed-loop correction on initial link band-
width allocated to each aggregation flow in the correspond-
ing sliced network on each link in the corresponding sliced
network, and each switch in the corresponding sliced net-
work transmits a corresponding aggregation flow based on
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

Referring to FIG. 9, FIG. 9 shows a block diagram of
another network control apparatus 900 according to an
embodiment of this application. The network control appa-
ratus 900 may be implemented as a part or all of a target
second controller by using software, hardware, or a combi-
nation thereof. The target second controller may be any
controller in the implementation environment shown in FIG.
3. Referring to FIG. 9, the network control apparatus 900
may include:

a receiving module 901, configured to receive resource
information of a target sliced network sent by a first con-
troller, where the resource information of the target sliced
network includes initial link bandwidth allocated to each
aggregation flow in the target sliced network on each link in
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each sliced network, and the target sliced network is corre-
sponding to the target second controller;

an obtaining module 902, configured to obtain a queue
status corresponding to the target sliced network, where the
queue status corresponding to the target sliced network
includes a queue status corresponding to each switch in the
target sliced network, and each switch is corresponding to
one queue;

a correction module 903, configured to perform, through
closed-loop control based on the queue status corresponding
to the target sliced network, closed-loop correction on initial
link bandwidth allocated to each aggregation flow in the
target sliced network on each link in the target sliced
network, to obtain corrected link bandwidth corresponding
to the target sliced network, where the corrected link band-
width corresponding to the target sliced network includes
corrected link bandwidth allocated to each aggregation flow
in the target sliced network on each link in the target sliced
network; and

a delivery module 904, configured to deliver correspond-
ing corrected link bandwidth to each switch in the target
sliced network, where each switch is configured to transmit
a corresponding aggregation flow based on the correspond-
ing corrected link bandwidth.

In conclusion, according to the network control apparatus
provided in this embodiment of this application, the first
controller slices a communications network to obtain a
sliced network, and each sliced network is corresponding to
one second controller. The target second controller per-
forms, through closed-loop control based on the queue status
of the target sliced network, closed-loop correction on the
initial link bandwidth allocated to each aggregation flow in
the target sliced network on each link in the target sliced
network, so that each switch in the target sliced network
transmits the corresponding aggregation flow based on the
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

Optionally, the corrected link bandwidth corresponding to
the target sliced network varies at different moments. Refer-
ring to FIG. 10, FIG. 10 shows a block diagram of a
correction module 903 according to an embodiment of this
application. Referring to FIG. 10, the correction module 903
includes:

a prediction submodule 9031, configured to predict a
network status of the target sliced network based on the
queue status corresponding to the target sliced network, to
obtain a predicted network status;

a calculation submodule 9032, configured to calculate,
based on the predicted network status, a link bandwidth
correction value corresponding to each aggregation flow in
the target sliced network on each link in the target sliced
network at a target moment; and

a correction submodule 9033, configured to perform,
based on the link bandwidth correction value corresponding
to each aggregation flow in the target sliced network on each
link in the target sliced network at the target moment,
closed-loop correction on the initial link bandwidth allo-
cated to each aggregation flow in the target sliced network
on each link in the target sliced network, to obtain corrected
link bandwidth corresponding to the target sliced network at
the target moment, where the corrected link bandwidth
corresponding to the target sliced network at the target
moment includes corrected link bandwidth allocated to each
aggregation flow in the target sliced network on each link in
the target sliced network at the target moment.
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Optionally, the network status of the target sliced network
varies at different moments, and the queue status corre-
sponding to the target sliced network varies at different
moments. A queue status corresponding to the target sliced
network at the target moment includes: a real network status
of the target sliced network at the target moment and
observed noise of the target sliced network at the target
moment.

The prediction submodule 9031 is configured to:

determine a first covariance matrix for the observed noise
of the target sliced network at the target moment;

determine a second covariance matrix for an aggregation
flow in the target sliced network at the target moment; and

calculate the network status of the target sliced network
based on the queue status corresponding to the target sliced
network at the target moment, the first covariance matrix,
and the second covariance matrix to obtain a predicted
network status of the target sliced network at the target
moment, where the predicted network status is associated
with the real network status.

In conclusion, according to the network control apparatus
provided in this embodiment of this application, the first
controller slices a communications network to obtain a
sliced network, and each sliced network is corresponding to
one second controller. The target second controller per-
forms, through closed-loop control based on the queue status
of the target sliced network, closed-loop correction on the
initial link bandwidth allocated to each aggregation flow in
the target sliced network on each link in the target sliced
network, so that each switch in the target sliced network
transmits the corresponding aggregation flow based on the
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

It should be noted that when the network control appa-
ratus provided in the embodiment controls the network,
descriptions are provided only by using an example of
division of the functional modules. In actual application, the
functions may be allocated to different functional modules
for implementation as required. That is, an internal structure
of the device is divided into different functional modules to
implement all or some functions described above. In addi-
tion, the network control apparatus provided in the embodi-
ment pertains to a same concept as the network control
method embodiment. For a specific implementation process,
refer to the method embodiment. Details are not described
herein again.

Referring to FIG. 11, FIG. 11 shows a schematic structural
diagram of a first controller 1100 according to an embodi-
ment of this application. The first controller 1100 may be the
first controller in the implementation environment shown in
FIG. 3, and is configured to perform a part of the method
provided in the embodiment shown in FIG. 4A and FIG. 4B.
Referring to FIG. 11, the first controller 1100 may include a
processor 1110 and a transmitter 1120. The processor 1110
and the transmitter 1120 are connected by using a bus 1130.

The processor 1110 includes one or more processing
cores. The processor 1110 executes various function appli-
cations and processes data by running a software program
and a unit.

Optionally, as shown in FIG. 11, the first controller 1100
further includes a memory 1140, a network interface 1150,
and a receiver 1160. The memory 1140, the network inter-
face 1150, and the receiver 1160 are separately connected to
the transmitter 1120 and the processor 1110 by using the bus
1130.

10

15

20

25

30

35

40

45

50

55

60

65

32

There may be a plurality of network interfaces 1150. The
network interface 1150 is used for communication between
the first controller 1100 and another storage device or
network device. The network interface 1150 is optional. In
actual application, the first controller 1100 may communi-
cate with another storage device or network device by using
the transmitter 1120 and the receiver 1160. Therefore, the
first controller 1100 may not include the network interface.
This is not limited in this embodiment of this application.

The processor 1110 is configured to obtain global network
information, where the global network information includes
a capacity of each link in a communications network and
traffic matrix information of each aggregation flow in the
communications network, and each aggregation flow in the
communications network is obtained by classifying all traf-
fic flows in the communications network.

The processor 1110 is configured to determine resource
information of at least one sliced network based on the
global network information, where the at least one sliced
network is obtained by slicing the communications network,
each sliced network in the at least one sliced network is
corresponding to one second controller, and resource infor-
mation of each sliced network includes initial link band-
width allocated to each aggregation flow in each sliced
network on each link in each sliced network.

The transmitter 1120 is configured to send resource infor-
mation of a corresponding sliced network to each second
controller.

Optionally, the processor 1110 is further configured to
determine, based on the global network information, a
routing policy corresponding to the at least one sliced
network, where a routing policy corresponding to each
sliced network includes a routing policy corresponding to
each aggregation flow in each sliced network.

The transmitter 1120 is further configured to send a
corresponding routing policy to each second controller.

Optionally, the global network information further
includes a network topology structure of the communica-
tions network. The network topology structure is used to
indicate a connection relationship between at least one
switch.

Optionally, the capacity of each link in the communica-
tions network is {c, .., ¥(u,v)}, where u indicates a source
node of a link (u,v), v indicates a destination node of the link
(u,v), ¢, indicates a capacity of the link (u,v), Y(u,v)
indicates any link (u,v) in the communications network. The
traffic matrix information of each aggregation flow in the
communications network is {V”,¥n}, where V" indicates a
bandwidth requirement of an aggregation flow n, and ¥n
indicates any aggregation flow n in the communications
network.

The processor 1110 is specifically configured to determine
the resource information of the at least one sliced network
based on the capacity of each link in the communications
network and the traffic matrix information of each aggrega-
tion flow in the communications network when a target
function uses a minimum value.

The target function is

"
yomax Y Jen
Com)

(wv)
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and the target function meets a first constraint, a second
constraint, a third constraint, a fourth constraint, and a fifth
constraint.

The first constraint is

Zf(?:d) =V" and ¥V d

is a destination node of the aggregation flown.
The second constraint is

D fE, =V and Vs

is a source node of the aggregation flow n.
The third constraint is

) )
Do fi =D fe
u W

n.
The fourth constraint is

.
D F = s ¥ (@, v).
n

The fifth constraint is f(u,v)"*, Y(u,v), n.

fi...," indicates initial link bandwidth allocated to any
aggregation flow n in the communications network on any
link (u,v) in the communications network, f(u,v)"*/c(u,v) indi-
cates initial usage of any aggregation flow n in the commu-
nications network on any link (u,v) in the communications
network,

*
f(Z,V)

Clu)
n

indicates a sum of initial usage of all aggregation flows n in
the communications network on any link (u,v) in the com-
munications network,

"
f(Z,V)

(,v) Clu,v)

indicates a maximum value in sums of initial usage of all
aggregation flows n in the communications network on each
link (u,v) in the communications network,

D o
o

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (w,d) that use a node d as a destination node in the
communications network,
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DR
w

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
links (s,w) that use a node s as a source node in the
communications network,

Z f(ﬁfv)
u

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
upstream links of a node v in the communications network,

.
2 fon
<

indicates a sum of initial link bandwidth occupied by any
aggregation flow n in the communications network on all
downstream links of the node v in the communications
network, and

Z f(fv)
n

indicates a sum of initial link bandwidth allocated to all
aggregation flows n in the communications network on any
link (u,v) in the communications network.

In conclusion, according to the first controller provided in
this embodiment of this application, the first controller slices
the communications network to obtain a sliced network,
where each sliced network is corresponding to one second
controller; and sends the resource information of the corre-
sponding sliced network to each second controller, so that
each second controller performs, through closed-loop con-
trol based on a queue status of the corresponding sliced
network, closed-loop correction on initial link bandwidth
allocated to each aggregation flow in the corresponding
sliced network on each link in the corresponding sliced
network, and each switch in the corresponding sliced net-
work transmits a corresponding aggregation flow based on
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

Referring to FIG. 12, FIG. 12 shows a schematic struc-
tural diagram of a second controller 1200 according to an
embodiment of this application. The second controller 1200
may be any second controller in the implementation envi-
ronment shown in FIG. 3, and is configured to perform a part
of the method provided in the embodiment shown in FIG.
4A and FIG. 4B. Referring to FIG. 12, the second controller
1200 may include a receiver 1210 and a processor 1220. The
receiver 1210 and the processor 1220 are connected by using
a bus 1230.

The processor 1220 includes one or more processing
cores. The processor 1220 executes various function appli-
cations and processes data by running a software program
and a unit.
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Optionally, as shown in FIG. 12, the second controller
1200 further includes a memory 1240, a network interface
1250, and a transmitter 1260. The memory 1240, the net-
work interface 1250, and the transmitter 1260 are separately
connected to the receiver 1210 and the processor 1220 by
using the bus 1230.

There may be a plurality of network interfaces 1250. The
network interface 1250 is used for communication between
the second controller 1200 and another storage device or
network device. The network interface 1250 is optional. In
actual application, the second controller 1200 may commu-
nicate with another storage device or network device by
using the receiver 1210 and the transmitter 1260. Therefore,
the second controller 1200 may not include the network
interface. This is not limited in this embodiment of this
application.

The receiver 1210 is configured to receive resource infor-
mation of a target sliced network sent by a first controller,
where the resource information of the target sliced network
includes initial link bandwidth allocated to each aggregation
flow in the target sliced network on each link in each sliced
network, and the target sliced network is corresponding to a
target second controller.

The processor 1220 is configured to obtain a queue status
corresponding to the target sliced network, where the queue
status corresponding to the target sliced network includes a
queue status corresponding to each switch in the target sliced
network, and each switch is corresponding to one queue.

The processor 1220 is configured to perform, through
closed-loop control based on the queue status corresponding
to the target sliced network, closed-loop correction on initial
link bandwidth allocated to each aggregation flow in the
target sliced network on each link in the target sliced
network, to obtain corrected link bandwidth corresponding
to the target sliced network, where the corrected link band-
width corresponding to the target sliced network includes
corrected link bandwidth allocated to each aggregation flow
in the target sliced network on each link in the target sliced
network.

The transmitter 1260 is configured to deliver correspond-
ing corrected link bandwidth to each switch in the target
sliced network, where each switch is configured to transmit
a corresponding aggregation flow based on the correspond-
ing corrected link bandwidth.

Optionally, the corrected link bandwidth corresponding to
the target sliced network varies at different moments. The
processor 1220 is specifically configured to:

predict a network status of the target sliced network based
on the queue status corresponding to the target sliced net-
work, to obtain a predicted network status;

calculate, based on the predicted network status, a link
bandwidth correction value corresponding to each aggrega-
tion flow in the target sliced network on each link in the
target sliced network at a target moment; and

perform, based on the link bandwidth correction value
corresponding to each aggregation flow in the target sliced
network on each link in the target sliced network at the target
moment, closed-loop correction on the initial link bandwidth
allocated to each aggregation flow in the target sliced
network on each link in the target sliced network, to obtain
corrected link bandwidth corresponding to the target sliced
network at the target moment, where the corrected link
bandwidth corresponding to the target sliced network at the
target moment includes corrected link bandwidth allocated
to each aggregation flow in the target sliced network on each
link in the target sliced network at the target moment.
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Optionally, the network status of the target sliced network
varies at different moments, and the queue status corre-
sponding to the target sliced network varies at different
moments. A queue status corresponding to the target sliced
network at the target moment includes: a real network status
of the target sliced network at the target moment and
observed noise of the target sliced network at the target
moment.

The processor 1220 is specifically configured to:

determine a first covariance matrix for the observed noise
of the target sliced network at the target moment;

determine a second covariance matrix for an aggregation
flow in the target sliced network at the target moment; and

calculate the network status of the target sliced network
based on the queue status corresponding to the target sliced
network at the target moment, the first covariance matrix,
and the second covariance matrix to obtain a predicted
network status of the target sliced network at the target
moment, where the predicted network status is associated
with the real network status.

In conclusion, according to the second controller provided
in this embodiment of this application, the first controller
slices a communications network to obtain a sliced network,
and each sliced network is corresponding to one second
controller. The target second controller performs, through
closed-loop control based on the queue status of the target
sliced network, closed-loop correction on the initial link
bandwidth allocated to each aggregation flow in the target
sliced network on each link in the target sliced network, so
that each switch in the target sliced network transmits the
corresponding aggregation flow based on the corrected link
bandwidth. Therefore, the first controller and the second
controller can cooperatively control the network, thereby
reducing a delay and improving a network control effect.

Optionally, in the embodiment shown in FIG. 9 or FIG.
12, the corrected link bandwidth corresponding to the target
sliced network at the target moment is

ARG AV VRGN ZXOR0}S

t indicates the target moment, u indicates a source node of
a link (u,v), v indicates a destination node of the link (u,v),
Vn indicates any aggregation flow n in the target sliced
network, f(u,v)"* indicates initial link bandwidth allocated to
any aggregation flow n in the target sliced network on any
link (u,v) in the target sliced network, Af, ,,"(t) indicates a
link bandwidth correction value corresponding to any aggre-
gation flow n in the target sliced network on any link (u,v)
in the target sliced network at the target moment, and
fi,.y"(t) indicates corrected link bandwidth allocated to any
aggregation flow n in the target sliced network on any link
(u,v) in the target sliced network at the target moment.

Optionally, in the embodiment shown in FIG. 9 or FIG.
12, the queue status corresponding to the target sliced
network at the target moment is Y ,(t)=Q, (t-t,)+Z(1).

t indicates the target moment, Q(0)={Q* ()}, Z(t)={Z”
(1)}, k indicates a number of the target sliced network, Y(t)
indicates the queue status corresponding to the target sliced
network at the target moment, Y,(t) is obtained through
observation, Q,(t) indicates the real network status of the
target sliced network at the moment t, Q(t) indicates a
queue status of an aggregation flow n corresponding to a
switch 1 in the target sliced network at the target moment,
Z(t) indicates the observed noise of the target sliced network
at the moment t, Z,”(t) indicates observed noise of the queue
status of the aggregation flow n corresponding to the switch
i in the target sliced network at the target moment, and T,



US 10,805,804 B2

37

indicates an observed delay of obtaining the queue status
corresponding to the target sliced network by the target
second controller.

An embodiment of this application further provides a
network control system. The network control system
includes a first controller and at least one second controller.
The at least one second controller includes a target second
controller.

In a possible implementation, the first controller includes
the network control apparatus 800 shown in FIG. 8, and the
target second controller includes the network control appa-
ratus 900 shown in FIG. 9.

In another possible implementation, the first controller is
the first controller 1100 shown in FIG. 11, and the target
second controller is the second controller 1200 shown in
FIG. 12.

In conclusion, according to the network control system
provided in this embodiment of this application, the first
controller slices a communications network to obtain a
sliced network, and each sliced network is corresponding to
one second controller. The target second controller per-
forms, through closed-loop control based on the queue status
of the target sliced network, closed-loop correction on the
initial link bandwidth allocated to each aggregation flow in
the target sliced network on each link in the target sliced
network, so that each switch in the target sliced network
transmits the corresponding aggregation flow based on the
corrected link bandwidth. Therefore, the first controller and
the second controller can cooperatively control the network,
thereby reducing a delay and improving a network control
effect.

An embodiment of this application further provides a
computer readable storage medium. The computer readable
storage medium stores an instruction. When the instruction
runs on a processing component of a computer, the process-
ing component performs step 401 and step 402 provided in
the embodiment shown in FIG. 4A and FIG. 4B.

An embodiment of this application further provides a
computer readable storage medium. The computer readable
storage medium stores an instruction. When the instruction
runs on a processing component of a computer, the process-
ing component performs step 403 to step 407 provided in the
embodiment shown in FIG. 4A and FIG. 4B.

An embodiment of this application further provides a
computer program product including an instruction. When
the computer program product runs on a computer, the
computer performs step 401 and step 402 provided in the
embodiment shown in FIG. 4A and FIG. 4B.

An embodiment of this application further provides a
computer program product including an instruction. When
the computer program product runs on a computer, the
computer performs step 403 to step 407 provided in the
embodiment shown in FIG. 4A and FIG. 4B.

An embodiment of this application further provides a
processing apparatus. The processing apparatus includes at
least one circuit. The at least one circuit is configured to
perform step 401 and step 402 provided in the embodiment
shown in FIG. 4A and FIG. 4B.

An embodiment of this application further provides a
processing apparatus. The processing apparatus includes at
least one circuit. The at least one circuit is configured to
perform step 403 to step 407 provided in the embodiment
shown in FIG. 4A and FIG. 4B.

A person of ordinary skill in the art may understand that
all or some of the steps of the embodiments may be
implemented by hardware or a program instructing related
hardware. The program may be stored in a computer read-
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able storage medium. The storage medium may include a
read-only memory, a magnetic disk, an optical disc, or the
like.

The foregoing descriptions are merely optional embodi-
ments of this application, but are not intended to limit this
application. Any modification, equivalent replacement, or
improvement made without departing from the spirit and
principle of this application should fall within the protection
scope of this application.

What is claimed is:
1. A network control method, wherein the method is
applied to a first controller in a communications network, the
communications network comprises the first controller, at
least one second controller, and at least one switch, and the
method comprises:
obtaining global network information, wherein the global
network information comprises a capacity of each link
in the communications network and traffic matrix infor-
mation of each aggregation flow in the communications
network, and each aggregation flow in the communi-
cations network is obtained by classifying all traffic
flows in the communications network;
determining resource information of at least one sliced
network based on the global network information,
wherein the at least one sliced network is obtained by
slicing the communications network, each sliced net-
work in the at least one sliced network is corresponding
to one second controller, and resource information of
each sliced network comprises initial link bandwidth
allocated to each aggregation flow in each sliced net-
work on each link in each sliced network; and

sending resource information of a corresponding sliced
network to each second controller.

2. The method according to claim 1, wherein the method
further comprises:

determining, based on the global network information, a

routing policy corresponding to the at least one sliced
network, wherein a routing policy corresponding to
each sliced network comprises a routing policy corre-
sponding to each aggregation flow in each sliced net-
work; and

sending a corresponding routing policy to each second

controller.

3. The method according to claim 1, wherein the global
network information further comprises a network topology
structure of the communications network, and the network
topology structure is used to indicate a connection relation-
ship between the at least one switch.

4. The method according to claim 3, wherein:

the capacity of each link in the communications network

is {c(,,,,¥(u,v)}, u indicates a source node of a link
(u,v), v indicates a destination node of the link (u,v),
¢, indicates a capacity of the link (u,v), and V(u,v)
indicates any link (u,v) in the communications net-
work;

the traffic matrix information of each aggregation flow in

the communications network is {V”,¥n}, V” indicates
a bandwidth requirement of an aggregation flow n, and
Vn indicates any aggregation flow n in the communi-
cations network;

the determining resource information of at least one sliced

network based on the global network information com-
prises:

determining the resource information of the at least one

sliced network based on the capacity of each link in the
communications network and the traffic matrix infor-
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mation of each aggregation flow in the communications
network when a target function uses a minimum value;

the target function is

*
y =max —f&'v)
() Clu,v) ’
n

and the target function meets a first constraint, a second
constraint, a third constraint, a fourth constraint, and a
fifth constraint;

the first constraint is

> fg =V and Vd

is a destination node of the aggregation flow n;

the second constraint is

> Sy =Viand Vs

is a source node of the aggregation flow n;

the third constraint is

. .
D R = S Y,
i d

n:

the fourth constraint is

;
Z Slow = Clwys ¥ (16 V);
)

and

the fifth constraint is f(u,v)”*zo, V(u,v), n; wherein

f

fe

W)”* indicates initial link bandwidth allocated to any
aggregation flow n in the communications network on
any link (u,v) in the communications network,

u,v)”*/c(u,v) indicates initial usage of any aggregation
flow n in the communications network on any link (u,v)
in the communications network,

"
f(ﬁ v)

Cluy)
n

indicates a sum of initial usage of all aggregation flows
n in the communications network on any link (u,v) in
the communications network,

*

f(Z,V)

(u,v) Clu,v)
n

indicates a maximum value in sums of initial usage of
all aggregation flows n in the communications network
on each link (u,v) in the communications network,
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D foa
o

indicates a sum of initial link bandwidth occupied by
any aggregation flow n in the communications network
on all links (w,d) that use a node d as a destination node
in the communications network,

Z f('xl,*W)
w

indicates a sum of initial link bandwidth occupied by
any aggregation flow n in the communications network
on all links (s,w) that use a node s as a source node in
the communications network,

Z f(ﬁfv)
u

indicates a sum of initial link bandwidth occupied by
any aggregation flow n in the communications network
on all upstream links of'a node v in the communications
network,

"
Z f(t,u/)
”

indicates a sum of initial link bandwidth occupied by
any aggregation flow n in the communications network
on all downstream links of the node v in the commu-
nications network, and

Z f(fv)
n

indicates a sum of initial link bandwidth allocated to all
aggregation flows n in the communications network on
any link (u,v) in the communications network.

5. A first controller, wherein the first controller comprises
a processor and a memory, the processor is configured to
execute an instruction stored in the memory, and the pro-
cessor implements the network control method according to
claim 1 by executing the instruction.

6. A network control method, wherein the method is
applied to a target second controller in a communications
network, the communications network comprises a first
controller, at least one second controller, and at least one
switch, the at least one second controller comprises the
target second controller, and the method comprises:

receiving resource information of a target sliced network

sent by the first controller, wherein the resource infor-
mation of the target sliced network comprises initial
link bandwidth allocated to each aggregation flow in
the target sliced network on each link in each sliced
network, and the target sliced network is corresponding
to the target second controller;

obtaining a queue status corresponding to the target sliced

network, wherein the queue status corresponding to the
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target sliced network comprises a queue status corre-
sponding to each switch in the target sliced network,
and each switch is corresponding to one queue;

performing, through closed-loop control based on the
queue status corresponding to the target sliced network,
closed-loop correction on initial link bandwidth allo-
cated to each aggregation flow in the target sliced
network on each link in the target sliced network, to
obtain corrected link bandwidth corresponding to the
target sliced network, wherein the corrected link band-
width corresponding to the target sliced network com-
prises corrected link bandwidth allocated to each aggre-
gation flow in the target sliced network on each link in
the target sliced network; and
delivering corresponding corrected link bandwidth to
each switch in the target sliced network, wherein each
switch is configured to transmit a corresponding aggre-
gation flow based on the corresponding corrected link
bandwidth.
7. The method according to claim 6, wherein the corrected
link bandwidth corresponding to the target sliced network
varies at different moments; and
the performing, through closed-loop control based on the
queue status corresponding to the target sliced network,
closed-loop correction on initial link bandwidth allo-
cated to each aggregation flow in the target sliced
network on each link in the target sliced network, to
obtain corrected link bandwidth corresponding to the
target sliced network comprises:
predicting a network status of the target sliced network
based on the queue status corresponding to the target
sliced network, to obtain a predicted network status;

calculating, based on the predicted network status, a link
bandwidth correction value corresponding to each
aggregation flow in the target sliced network on each
link in the target sliced network at a target moment; and

performing, based on the link bandwidth correction value
corresponding to each aggregation flow in the target
sliced network on each link in the target sliced network
at the target moment, closed-loop correction on the
initial link bandwidth allocated to each aggregation
flow in the target sliced network on each link in the
target sliced network, to obtain corrected link band-
width corresponding to the target sliced network at the
target moment, wherein the corrected link bandwidth
corresponding to the target sliced network at the target
moment comprises corrected link bandwidth allocated
to each aggregation flow in the target sliced network on
each link in the target sliced network at the target
moment.

8. The method according to claim 7, wherein the network
status of the target sliced network varies at different
moments, and the queue status corresponding to the target
sliced network varies at different moments;

a queue status corresponding to the target sliced network

at the target moment comprises: a real network status of
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the target sliced network at the target moment and
observed noise of the target sliced network at the target
moment; and

the predicting a network status of the target sliced network
based on the queue status corresponding to the target
sliced network, to obtain a predicted network status
comprises:

determining a first covariance matrix for the observed
noise of the target sliced network at the target moment;

determining a second covariance matrix for an aggrega-
tion flow in the target sliced network at the target
moment; and

calculating the network status of the target sliced network
based on the queue status corresponding to the target
sliced network at the target moment, the first covari-
ance matrix, and the second covariance matrix to obtain
a predicted network status of the target sliced network
at the target moment, wherein the predicted network
status is associated with the real network status.

9. The method according to claim 8, wherein:

the queue status corresponding to the target sliced net-
work at the target moment is:

Y (=05 (t-vk)+Z(1); and

t indicates the target moment, Q(0)={Q* ()}, Z(t)={Z”
(1)}, k indicates a number of the target sliced network,
Y, (t) indicates the queue status corresponding to the
target sliced network at the target moment, Y,(t) is
obtained through observation, Q,(t) indicates the real
network status of the target sliced network at the target
moment, Q,”(t) indicates a queue status of an aggrega-
tion flow n corresponding to a switch i in the target
sliced network at the target moment, Z(t) indicates the
observed noise of the target sliced network at the target
moment, Z,”(t) indicates observed noise of the queue
status of the aggregation flow n corresponding to the
switch 1 in the target sliced network at the target
moment, and T, indicates an observed delay of obtain-
ing the queue status corresponding to the target sliced
network by the target second controller.

10. The method according to claim 7, wherein:

the corrected link bandwidth corresponding to the target
sliced network at the target moment is:
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t indicates the target moment, u indicates a source node of
a link (u,v), v indicates a destination node of the link
(u,v), ¥n indicates any aggregation flow n in the target
sliced network, f(u,v)”* indicates initial link bandwidth
allocated to any aggregation flow n in the target sliced
network on any link (u,v) in the target sliced network,
Af, ,,"(t) indicates a link bandwidth correction value
corresponding to any aggregation flow n in the target
sliced network on any link (u,v) in the target sliced
network at the target moment, and f, ,,"(t) indicates
corrected link bandwidth allocated to any aggregation
flow n in the target sliced network on any link (u,v) in
the target sliced network at the target moment.
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