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&N ABSTRACT

This invention relates (o a secure QrCode communication
method based on nonlinear spatial frequency characteristics,
comprising: camera modeling: modeling according to the
spatial frequency of the color filter matrix of the scanning
device’s camera; QrCode encryption: using the CFA spatial
frequency of scanning device and modeling results, as well
as the spatial frequency of the display device, generate an
encrypted picture of the target QrCode on the display device;
QrCode decryption: the camera of the scanning device takes
the picture of the display at a specified position and a
specified angle, and parses the image to recover the target
QrCode. Compared with the prior art, the present invention
utilizes the nonlinear characteristics of the optical spatial
frequency, and uscs the spatial frequency of the camera’s
own color filter array and the spatial frequency of the display 18
to modulate the target two-dimensional code through phase

to achieve the effect of encryption.

8 Claims, 4 Drawing Sheets
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1
SECURE QR CODE USING NONLINEARITY
OF SPATIAL FREQUENCY IN LIGHT

BACKGROUND OF THE INVENTION
Technical Field

The invention relates to the security of near field com-
munication, in particular to a secure QrCode communication
method based on nonlinear spatial frequency characteristics.

Description of Related Art

Quick response codes (QrCodes) are becoming an integral
part of everyday life because of its fast readability and the
popularity of the built-in camera on the mobile phones,
making QrCodes ubiquitous in our daily lives. As a conve-
nient mobile payment method in China and surrounding
areas, QrCode is becoming more and more important for the
retail industry. One of the security risks currently existing
with QrCodes is replay attacks and Synchronized Token
Boost and Expenditure (STLS) attacks. The attacker makes
a mobile payment or accesses the victim’s private informa-
tion by taking the victim’s QR code and using the copied QR
code. Because there are many retailers (such as Wal-Mart,
Starbucks), financial organizations (such as Taobao, Ali-
baba) social networking applications (such as WeChat, Ten-
cent QQ) will generally support two-dimensional mobile
fast payment, such an attack may cause huge economic
losses, or private information leaked. Encrypting QrCode is
the most common solution to dealing with these attacks.
However, recent research shows that traditional encryption
technology does not mitigate the threat of attackers, because
the current encryption is usually at the coding level, while
the conventional QrCode has a maximum capacity of only
1000 bytes. This will result in loss of information capacity,
so the strength of encryption is not high.

BRIEF SUMMARY OF THE INVENTION

The object of the present invention is to provide a secure
QrCode communication method based on nonlinear spatial
frequency characteristics in order to overcome the draw-
backs of the prior art described above.

The object of the present invention can be achieved by the
following technical solutions:

A secure QrCode communication method based on non-
linear spatial frequency characteristics, comprising:

Camera modeling: modeling based on the spatial fre-
quency of the camera color filter matrix of the scanning
device;

QrCode encryption: using the CFA spatial frequency of
the scanning device’s camera and the modeling result, and
the spatial frequency of the display device, generating an
encrypted picture of the target two-dimensional code on the
display device;

QrCode decryption: The camera of the scanning device
captures the encrypted two-dimensional code in the display
at a specified position and a specified angle, analyzes the
target two-dimensional code and recovers it.

The modeling process specifically models the color filter
matrix of the green filter layer. The modeling result is:

m.fu(xv )’):[’.»ﬁ.(Q),;ﬁ:(xv)'))

p(.,,,(u):().S-I-O.S cos(2mu)

¢,f,,(x.y):((x,y)m0d 212
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Where m,, (x.y) is the receiving information of the green
filter layer on the camera image sensor at coordinates (X,y),
Pesa(®) is the periodic function of the green filter layer in the
CFA, and ¢z, (xy) is the phase function of the green filter
layer in the CFA.

The QrCode encryption process specifically includes:

Step Al: performing phase and frequency modulation on
the original two-dimensional code image picture by using
the CFA spatial frequency of the scanning device’s camera
and the modeling result, and the spatial frequency of the
display device;

Step A2: adding Gaussian white noise to the modulated
picture to blur the contour in the encrypted QrCode.

The two-dimensional code decryption process specifically
includes: The QrCode decryption process specifically
includes:

Step B1: acquiring a plurality of consecutive pictures
captured by the camera in the specified position and the
specified angle to encrypt the QrCode in the display;

Step B2: selecting an unprocessed image and converting
the RGB image to the HSV coordinates to maximize the
saturation dimension;

Step B3: according to the positions of the three position-
ing marks, determining the size of the QrCode and dividing
the QrCode for the converted picture to obtain a plurality of
blocks;

Step B4: extracting a green square, for each pixel point,
when the green intensity is greater than a predetermined
threshold, it is judged to be white, and vice versa, it is judged
to be black;

Step B5: for each square, determine the color of the
square according to the distribution of white and black pixel
points in the square;

Step B6: traversing all the black squares and mark all
adjacent black squares to the same index value;

Step B7: determining whether all the blocks are marked or
unmarked squares are all surrounded by the marked blocks,
if yes, proceed to step B8, otherwise, return to step B2;

Step B8: coloring according to the index value of each
block, if two adjacent squares have the same index value,
they are colored into the same color, and vice versa.

The step B6 specifically includes: Step B61: traversing all
the black squares, and determining an index value of each
block under the frame based on the principle that all adjacent
black squares mark the same index value;

Step B62: determining whether the index value exists in
each block, and if not, the index value of the block in the
current frame is used as the index value of the block,
otherwise, step B63 is performed.

Step B63: determining whether the index value of the
block in the current frame is consistent with the previous
index value. If not, all the blocks marked with the index
value of the block in the previous frame are marked with the
index value of the block under the frame.

The step B8 specifically includes: Step B81: coloring the
squares in the three positioning mark areas; Step B82, based
on the coloring result of the squares in the three positioning
areas, coloring according to the index values of the blocks,
if the two adjacent squares have the same index value, the
colors are colored the same color, and vice versa.

The designated position is between 20 and 45 cm from the
display.

The designated position is 30 cm from the display.

The specified angle is perpendicular to the angle of the
plane of the display.

Compared with the prior art,
following beneficial effects:

the present invention has the

L
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spatial frequency of the display to modulate the target
two-dimensional code through phase to achieve the encryp-
tion effect.

2) The present invention satisfies the security and perfor-
mance indicators, and does not require modification of
isti i and can directly upgrade the
existing QrCode communication system from the software
to increase communication security.

3) Encrypting the target

4) Since the electronic screen displaying the two-dimen-
sional code itself has spatial frequency characteristics, the
need for special optical hardware is eliminated, and fre-
quency modulation of various shooting distances is pro-
vided.

5) Systematic analysis of the spatial frequency character-
istics of the screen and camera, the two-dimensional code
encryption communication is realized on the common elec-
tronic display and smart phone on the market.

6) Clever use of the known colors of the three positioning
areas allows for fast coloring.

7) The Gaussian white noise is added to blur the contour
of the target two-dimensional code, thereby utilizing the
distortion generated by the camera when the angle and
distance are not suitable, and further encryption is realized.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

FIG. 1 is a schematic flow chart of main steps of the
method of the present invention;

FIG. 2 is a nonlinear phenomenon generated by superpo-
sition of two spatial frequencies in optical and a schematic
diagram of a moiré generated by a camera-capture display;

FIG. 3 is a schematic diagram of a Bayer color filter
matrix in a camera;

FIG. 4 (a) is a schematic diagram of the original two-
dimensional code:

FIG. 4 (b) is a schematic diagram of an encryption effect
based on a green filter layer;

FIG. 4(c) is a schematic diagram of an encryption effect
based on a red filter layer;

FIG. 4(d) is a schematic diagram of an encryption effect
based on a blue filter layer;

FIG. 5 is an encryption effect diagram based on display
spatial frequency modulation;

FIG.6isa decoding flowchart of a camera taking a photo;

FIG. 7(a) is a schematic diagram of shooting distance and
decoding rate in a safety two-dimensional code communi-
cation experiment result based on nonlinear spatial fre-
quency characteristics;

FIG. 7(b) is a schematic diagram of the shooting angle
and decoding rate in the experimental results of secure
QrCode communication based on nonlinear spatial fre-
quency characteristics.

DETAILED DESCRIPTION OF THE
INVENTION

described in detail below with
and specific embodiments. This

The invention will be
reference to the drawings
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embodiment is implemented on the premise of the technical
solution of the present invention, and detailed implementa-
tion manners and specific operation procedures are given,
the present invention is not
limited to the following embodiments. To solve the security
problem, we propose mQRCode, which encrypts and
decrypts the QR code using nonlinear features of optically
specific spatial frequencies. When the target receiver holds
the camera at the specified position (for example, 30 ¢cm and
0°), the encrypted QR code will be

mQRCode is 95% and the average decoding rate is above
When the camera is 10 ¢m or 15° away from
the specified position, the decoding rate drops to zero. So it
directly isolates the attacker’s attack and is a secure means
of communication. A secure QrCode communication
method based on nonlinear spatial frequency characteristics,
as shown in FIG. 1 to FIG. 6, includes two parts: encryption
and decryption: 1) a color filter array spatial frequency and
a display through a known camera spatial frequency, using
phase modulation and frequency modulation to generate an
encrypted QrCode pattern on the display; 2) taking a picture
of the encrypted pattern with a camera at a specified position
and angle from the display, and finally parsing the original
QrCode pattern by using a decryption algorithm and recov-
ering to get relevant information. By carefully performing
the phase and frequency modulation of the encrypted two-
dimensional code, the attacker cannot use the camera to
obtain the target QrCode pattern at any position other than
the specified position, thus ensuring that the QrCode com-
munication is visually eliminating the information leaked.
Optically, when two patterns with regular spatial frequencies
are superimposed, an additional spatial frequency pattern
called moiré is created, as shown in FIG. 2. Assume that the
spatial frequencies of the two superimposed patterns are f)
and f,, respectively. Through the multiplication model, the
superimposed pattern will appear with two additional spatial
frequencies: (f,+f,) and (f,—f,), but The eye is more sensi-
tive to the low frequency pattern, so the picture on the left
side of FIG. 2 is the pattern of (f,—f,) frequency. The camera
is also a nonlinear optical system, because the color filter
matrix in the camera sensor has a moiré pattern when
photographing some specific regular spatial frequency pat-
terns, as shown in the right figure of FIG. 2.

In the encryption process, more specific, because the
camera’s color filter array (FIG. 3) contains spatial fre-
quency features of three colors, different color filter array
types will have different distribution of colors. The color
filter matrix of Bayer distribution in FIG, 3 is the most
common color filter matrix in current mobile smartphone
cameras, consisting of three different spatial patterns of red,
green and blue. When the camera is used to capture the
display, the pixel on the display is projected onto the camera
sensor to form a spatial pattern of the first layer of Spatial
frequency f,, and the CFA of the camera sensor itself forms
a spatial pattern of the second layer with a spatial frequency
of f,. When the camera is placed in the correct position and
angle, the spatial frequency can be seen by (f,—f,) due to the
mole phenomenon, which results in a ripple pattern due to
nonlinear optical interaction. Specifically, as shown in FIG.
1, it includes:

Camera Modeling: Modeling based on the spatial fre-
quency of the camera’s color filter matrix of the scanning
device, where the camera color filter matrix parameters of
the scanning device are known. The present application
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utilizes nonlinear optical interaction between the color filter
matrix of the camera and the camouflage pattern to encrypt
and decrypt the two-dimensional code. We assume that the
spatial model of the color filter matrix is m_.,(x,y) and the
original two-dimensional code is m,(xy). The encryption
process is to calculate the encrypted two-dimensional code
model m,,,(X,y) to satisfy: mg,,. (X,y)=m, 4, (X,y)*m,,(X,y).
First, we need to model the color filter matrix, m., (X,y)
=esa @ era(X:¥))- FIG. 3 shows the color sensor distribution
of the Bayer color filter array. We choose the color of the
green filter layer. The filter array is modeled. Because 1) the
QrCode contains only two colors, and it has been experi-
mentally proved that the use of the green filter layer can fully
cope with the requirements of encryption and decryption; 2)
The green filter layer is completely symmetrical in the 2D
array, and the number is the most, the human eye is difficult
to make a distinction when the phase changes, which is
conducive to the encryption of the pattern. We model the
spatial model of the green filter layer as follows:

Mgl Y)=P e Dea:Y))

p,.,,,(u):O.5+0.5 cos(2mu)

O y)=((x,y)mod 2)/2

Where: m,,(X,y) is the receiving information of the green
filter layer on the camera image sensor at coordinates (x,y),
Pesa(*) is the periodic function of the green filter layer in the
CFA, and ¢, (x,y) is in the CFA The phase function of the
green filter layer. To calculate m,,, (X,Y)=Penc(@enc(X,y)), We
define p,,,.(u)=0.5+0.5 cos(2mu). We perform phase modu-
lation by mapping black and white in the two-dimensional
code to different phases. Since m,(x,y) and m,, (xy) are
known, combined with the Moore theory and the Fourier
transform theory:

M V)P tec Ve XYt Pepal6Y)~Penc(X.Y))

PencB V)=V Ptec ' Moy 2k kEZ

FIG. 4 shows the encryption effect after modeling with
three filter layers of green, red and blue and phase modu-
lation. It is found that the effect of using the green filter layer
is the best.

QrCode encryption: using the CFA spatial frequency and
modeling result of the scanning device, and the spatial
frequency of the display device display, generating an
encrypted image of the target two-dimensional code on the
display device, specifically including:

Step Al: performing phase and frequency modulation on
the original QrCode image picture by using the CFA spatial
frequency of the scanning device and the modeling result,
and the spatial frequency of the display device;

Step A2: Add Gaussian white noise to the modulated
picture to blur the contour in the encrypted QrCode.

The use scene of the daily QrCode requires the QrCode to
have a plurality of communication distances. In order to
support a plurality of communication distances, the present
invention expands the green filter layer space model func-
tion by modulating the frequency to generate a new space
model. FIG. 5 illustrates the effect of mQRCode re-encoding
the image with frequency modulation to accommodate dif-
ferent communication distances in a variety of application
scenarios. But when we adjust the spatial frequency down,
the contour of the target QR code becomes more obvious
and the encryption effect is worse as shown in FIG. 5(d).
Therefore, the present invention also adds 10% of Gaussian
white noise after phase and frequency modulation to blur the
target QrCode profile.
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QrCode decryption: The camera of the scanning device
captures the encrypted QrCode in the display at a specified
position and a specified angle, and restores the target
QrCode and parses it, including:

Step B 1: acquiring a plurality of consecutive pictures
captured by the camera in the specified position and the
specified angle to encrypt the QrCode in the display;

Step B2: selecting an unprocessed image and convert the
RGB image to the HSV coordinates to maximize the satu-
ration dimension. FIG. 6(a) is a picture taken by the camera.
The converted picture is shown in FIG. 6(b).

Step B3: determining, according to the positions of the
three positioning marks, the size of the QrCode and dividing
the QrCode for the converted picture to obtain a plurality of
blocks;

Among them, there are two versions of common QR
codes (version] is 21x21 squares and version2 is 177x177
squares). The QR code has three positioning marks and is
fixed in position, so we can distinguish the saturated image
and determine the width and height, then calculate the size
of each square and divide it, as shown in FIG. 6(c).

Step B4: extracting a green square, for each pixel point,
when the green intensity is greater than a predetermined
threshold, it is judged to be white, and vice versa, it is judged
to be black;

In order to reliably identify the squares with the same
phase, we first separate the green squares from blue/red. For
each pixel, when the green intensity is greater than the
specified threshold, the pixel will be judged as white,
otherwise it will be judged as black. The converted picture
is shown in FIG. 6(d).

Step B5: For each square, determine the color of the
square according to the distribution of white and black pixel
points in the square; wherein the noise added during the
blurring of the QrCode contour and the noise generated
during the shooting process which made in each square
includes both black and white pixels. To classify each block
into black or white, we use a weighted block filter to filter
each block. The weight block filter is the same size as each
small block in the QR code. The filter has more weight at the
center of the block and a smaller weight at the edge of the
block. After each block and the weight block filter are
multiplied, the resulting weights are sorted into black and
white according to a predetermined threshold.

Step B6: traversing all the black squares. Since the
adjacent squares are all black, the adjacent two squares have
the same modulation phase value, so all the adjacent black
squares are marked to the same index value. The detailed
methods are included:

Step B61: traversing all the black squares, and determin-
ing an index value of each block under the frame based on
the principle that all adjacent black squares mark the same
index value;

Step B62: determining whether the index value exists in
each block, and if not, the index value of the block in the
current frame is used as the index value of the block,
otherwise, step B63 is performed:

Step B63: determining whether the index value of the
block in the current frame is consistent with the previous
index value. If not, all the blocks marked with the index
value of the block in the previous frame are marked with the
index value of the block under the frame.

Step B7: determining whether all the blocks are marked or
unmarked squares are all surrounded by the marked blocks,
if yes, proceed to step B8, otherwise, return to step B2;

Step B8: coloring according to the index value of each
block. If two adjacent blocks have the same index value,
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they are colored into the same color, and vice versa, and then
colored into different colors, the detail methods are shown in
the following:

Step B81: coloring the squares in the three positioning
mark areas:

Step B§2, coloring according to the index values of the
blocks based on the coloring result of the squares in the three
positioning areas, if the two adjacent squares have the same
index value, the colors are colored the same color, and vice
versa. color the inverted.

The designated position is between 20 and 45 cm from the
display. Preferably, the desi gnated position is 30 cm from the
display. In addition, the specified angle is perpendicular to
the angle of the dispiay plane.

We will use the Samsung S7 mobile phone to display the
encrypted QR code, and then use the iPhone6 and Hua-
weiPLE to shoot and decrypt at the 30 cm and 0° position
from the Samsung S7 mobile phone. As shown in FIG, 7, we
found that when the distance is 30 ¢m, the decoding rate
reaches 100%. When the distance deviation reaches 5 cm,
the decoding rate drops to0 0% instantaneously. Similarly,
when the angle is 0°, the decoding rate is ag high as 100%.
When the angular deviation reaches 5°, the decoding rate
instamaneously drops to 0%.

The present application provides a QrCode communica-
characteristics,
nonlinear spatial frequency to encrypt a target QrCode and
is specified by a camera in a smartphone. The position and
angle of the encrypted QR code are captured and decrypted
to achieve secure communication of the two-dimensional
code. Since the electronic screen displaying the QrCode
itself has spatial frequency characteristics, the present appli-
cation eliminates the need for special optical hardware and
provides frequency modulation for a plurality of shooting
distances. The present application Systematically analyzes
the spatial frequency characteristics of the screen and the
camera, and realizes the encrypted communication of the
QrCode on the common electronic display and the smart
phone on the market.

What is claimed is:

1. A secure quick-response code (QrCode) communica-
tion method based on nonlinear spatial frequency, compris-
ing:

camera modeling: modeling based on the spatial fre-
quency of the color filter array of the scanning device’s
camera;

QrCodc encryption: using the color filter array (CFA)
spatial frequency of the scanning device’s camera and
its modeling result, and the spatial frequency of the
display device, to generate an encrypted picture of the
QrCode on the display device:

QrCode decryption: the camera of the scanning device
captures the encrypted QrCode shown on the display at
a specified position and a specified angle, analyzes the
target QrCode and recovers the QrCode,

whercin the modeling process specifically models the
color filter array of the green filter layer,

wherein the modeling resul is:

’”(fu(X-)’)=ll,;ﬁ.(¢(f,,(x,y))
Peg)=0.5+0.5 cos(2mu)

96 )=((x,y)mod 2)12

where, m,.(X.y) is the green receiving information of the
green filter layer on the camera image sensor at coor-
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8
dinates (x,y), Pa(®) is the periodic function of the
green filter layer in the CFA, and ® (X,y) is the phase
function of the green fiiter layer, and

wherein the QrCode decryption process specifically com-
prises:

Step B1: acquiring a plurality of consecutive pictures
captured by the camera in the specified position and the
specified angle to encrypt the QrCode in the display;

Step B2: selecting an unprocessed image and converting
the RGB image to the HSV coordinates to maximize
the saturation dimension;

Step B3: according to the positions of the three position-
ing marks, determining the size of the QrCode and
dividing the QrCode for the converted picture to obtain
a plurality of blocks;

Step B4: €xtracting a green Square, for each pixel point,
when the green intensity is greater than a predeter-
mined threshold, it is judged to be white, and vice
versa, it is judged to be black;

Step B5: for each Square, determine the color of the
Square according to the distribution of white and black
pixel points in the square;

Step B6: traversing all the black Squares and mark ali
adjacent black Squares to the same index value;

Step B7: determining whether all the blocks are marked or
unmarked squares are all surrounded by the marked
blocks, if yes, proceed to step BS, otherwise, return to
step B2; and

Step BS: coloring according to the index value of each
block, if two adjacent squares have the same index
value, they are colored into the same color, and vice
versa.

process specifically comprises:

Step Al: performing phase and frequency modulation on
the original QrCode image picture by using the CFA
spatial frequency of the scanning device’s camera and
the modeling result, and the spatial frequency of the
display device;

Step A2: Add Gaussian white noise to the modulated
picture (o blur the contour in the encrypled QrCode.

3. The method according to claim 1, the secure QrCode

communication method based on the nonlincar spatial fre-
quency is characterized wherein the QrCode decryption
process specifically comprises:

Step B1: acquiring a plurality of consecutive pictures
captured by the camera in the specified position and the
specilied angle to encrypt the QrCode in the display;

Step B2: selecting an unprocessed image and converting
the RGB image (o the HSV coordinates 1o maximize
the saturation dimension;

Step B3: according to the positions of the three position-
ing marks, determining the size of the QrCode and
dividing the QrCode for the converted picture to obtain
a plurality of blocks:

Step B4: €xtracting a green Square, for each pixel point,
when the green intensity is greater than a predeter-
mined threshold, it s Jjudged to be white, and vice
versa, it is judged to be black;

Step B5: for each Square, determine the color of the
Square according to the distribution of white and black
pixel points in the square;

Step B6: traversing all the black squares and mark al|
adjacent black squares to the same index value;
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Step B7: determining whether all the blocks are marked or
unmarked squares are all surrounded by the marked
blocks, if yes, proceed to step B8, otherwise, return to
step B2;

Step B8: coloring according to the index value of each
block, if two adjacent squares have the same index
value, they are colored into the same color, and vice
versa.

4. The method according to claim 3, the secure QrCode
communication method based on the nonlinear spatial fre-
quency is characterized, wherein the step B6 specifically
comprises:

Step B61: traversing all the black squares, and determin-
ing an index value of each block under the frame based
on the principle that all adjacent black squares mark the
same index value;

Step B62: determining whether the index value exists in
each block, and if not, the index value of the block in
the current frame is used as the index value of the
block, otherwise, step B63 is performed;

Step B63: determining whether the index value of the
block in the current frame is consistent with the pre-
vious index value, if not, all the blocks marked with the
index value of the block in the previous frame are
marked with the index value of the block under the
frame.

5

15

10

5. The method according to claim 3, the secure QrCode
communication method based on the nonlinear spatial fre-
quency is characteristized, wherein the step B8 specifically
includes:

Step B81: coloring the squares in the three positioning

mark areas;

Step B82, based on the coloring result of the squares in the
three positioning areas, coloring according to the index
values of the blocks, if the two adjacent squares have
the same index value, the colors are colored the same
color, and vice versa.

6. The method according to claim 1, the secure QrCode
communication method based on nonlinear spatial fre-
quency is characteristized, wherein the designated position
is between 20 and 45 centimeters from the display.

7. The method according to claim 6, a secure QrCode
communication method based on nonlinear spatial fre-
quency is characteristized, wherein said designated position

20 is 30 cm from the display.

8. The method according to claim 1, the secure two-
dimensional code communication method based on nonlin-
ear spatial frequency is characteristized, wherein the speci-
fied angle is perpendicular to an angle of the display plane.

* * * * *
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